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1 

mm*tam 

±i2Ht^^#©^^ii^ titer- zmm^ittzn 

±Mmn^\t^mz ± k> ^mtztircT-zitm?* 
m^mtttmx., 10 

it^mtc J; 9lf €{b£ftfcx-££^©S; £±f2tttfj^ 
Si tti^T'f § J; 5 fctSIUif Wiftsn, 20 

±g2x-^©^«^©g«©ESE^me.=5:v^ t zxim 

H2«cD^-^^«SBo 

111*913] ±l2Bt^fk$tlfc7 s -^©-g|5«, Bf^ 
ft. 

^^^mL^saa^-rxxy^ii, 30 

±f2x-^OMIi^©gW©^|E^nfci:^, _h§23£ 

±i2^K$n/cf s -^*±i2^«ft©s#iix-^^ffl 
±i2SBf^b5nfcx-^*m*i-5xxy y t^#-r 

t ^xttasKsWRna^o fc t ±ase«ft#fr 
©ssm*-r^ii*« 4f28©f ? -^^^s 0 

So 

[ff*3!7] fBftft#£3Bft£ nfcHf^bStlfcx- 50 



W2 002-2 6 1 7 4 8 
2 

±s2-r- * ©^ft©ltftcoS8E*m.5ft«a t , 

fttiitt.^ ±Mmnit^titc7 : -^±mm^m^ 

[Ift#B9] St, ±l2x-^©Me5fei:*^fa©g 

±f2S^5aa^iaT^^®s^tx^Bi^{[:stifc7 i -^ 
±t2Bf^^®-eMM^nfcx-^^SBi^b-rss 

<fc d mmftvmwvmmmtirc t ±1212 
«atft* Ln^mmnztircm^itztircT 

H*ft7*-**8tftu zoxmLimtmr-zitm 

^T±l2BBg^ft^@T±f2^-^^SBf m<t LT±I2 

[ft&g 1 0 ] aasggtticiB&s nfcBt^b^nfcx 
±mmmmz.^i£tifcm^\ki£tirc?-z?mmir 

£ £ ^ft©&ft©BgE«ttS Xf>y 

±!2B§^b2ftfcx-££^©££ffi;^3X-r>y 
CH^Sl l] ±IBx-*©M«ft©Sft©igtE^ 

i*xiiwmmtv&fr o fc t ±i2x-^© 

l 2 ] ±827 ! -^<D5M«^cDg«0^aE^ 
£ ZXimUtfrntiftfrifc £ ZT\ H&£HiE 

^^&^mLS*®a^ss$nrcBi^{b^n/cx- 

*W3ftftU ±t2M«ft©ISB©@Witx-*£& 
iU £«#Lfc@WMx-*£ffi^T±f27 ! -*£ 

±l27 s -^tDMM^©llliE^§|l|iE#@^, 
±l2HSE^|g-eil!lLfc±l25M«5 , c<DSS©a^^WJ 

±mn^Mm^mxm^mm-&tircmmtstirc7 : -^ 
*mm?&f&mmm£, 

±m^mm^m-mm^tircy £ ~^mm<omtircm 



(3) 

3 

*^<D%$.mti?z>% i vmti^mt, 
±mmm^mt, mm%i<D$mifmi<Dmwx$>z>m 

lOgBfcitfcfJ-fScfc^U 10 

wm^mm^mxmmu ±i2fg 2 ©sb* Droits 

[^*« l 4 ] ±f2Sg l <DSBti, »fflHgre&>) % 
±f2f§ 2 ©gSBi, fllffl»SBT?fc5»*5l 1 3 I2«©7 ! 
-*£IM§SBo 

ER$g l 5 ] ±f2Jg 1 ©HfiJ±, 4>£ < k feBg^iS 20 
K¥©JbVN- x 7T?«W8S*IT * D . ±f2fg 2 <£& 

-*£8t#Hi LS^a^fifrrxx^ 7k, 

±IHf ? -^©5i®^©SB©SIE^msXxy 7k, 
k, 

wbijb**^ i ©sarefc* k#, TO&ssnfcBi^ 

¥«JH^H 2 ©gB-?&3 £ ff, ?f »I£*lfcBt*l 
{b£nfcx~2£if^»S!U ±!2lg2©gB©BW^ 

Dn^S 1 8 ] ±C» 1 ©SBfi> 4>£ < k feW^S? 

im*® 1 9 ] AijStifcx-* J: 9 fKK3KSI&ih1ff 
LMfrf S «llBM*r*a k, 

±mmmm±mKm^T±mm9im£m® 50 
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4 

[H#Si2 0] ±eMR«9ffir±1in»t. SCMS 
(Serial Copy Management System) IffSTefeD, 

±iBj*mMfr^ii, ±12 scms timtfwm 

5k#, ±|2AA2tlfcT f -^^cDSS±l2l2^ft 

tcass*- 5 «t 5 ic±§sgmm&mz$m u ±m s c 

M S Htfgtf 1 tt^^RT^If ire&s k ^ ISCMS 

9 fc±f2f2§SM£l££»l ±12 SCMS fflRftfflft 
^K±1MT?«« k ±!2l2»Ma¥©cD±f2l2S« 
tt'NOESfcStitrSMBtgi l 9f2«£>x-*I2iig 
Bo 

WfcfflfB L3BK -T § Xf >y 7k , 
te»f^SI55ih'lf^^Mff$ti/cx-^t|2^Ma^*l 
U §2®«^t|2»-r§Xxy7k, 

irll¥^±*»fgfc*^Tl2tSM3£tT 5 Xf7 7 k£ 

[fs*^2 2] ±mmmwM^±mma, scms 

(Serial Copy Management System) W^B"^ 9 , 
±S2SCMS'|ff^*WgSTfe^k^ ±f2A*£ft 

fc^-^^co^immmmmuu ±b2scm 
s wr& 1 ntmrnfflfimzib* 1 k s c m s m 

i^JHifcttM5 k£fc±iBA££ftfcx-# 
tcmftoGMtmttbTJjeBWRfttuGftU ±12 

scms 'it ®&imn±m k *±K^jg^ 

Of2@^«±-r§W^*2 lf2fc©^-^l2^77So 

[0001] 
[0002] 

Mlf^ X ^ fcl2^^nT^/^5^7 ! ^' x^^e.^ L 
fcx-r ^;l/n>ry7it Hfcftii^rVX^fc^ 

[0 0 0 3] *fc, ^y?-*yK LAN(local are 
a network)^©^.^ >?lkiX\JX.*— V-fl\>ziy M 

3--$ m<DmmwMXT'( ^^jmy^y^^om 



5 

•9— ^ggfclB1t£ft-C^3 g#£s©fV ^£/l/3 yf 
[0 0 0 4] 

5 ftlt^o^MxV X7©IEfiiW£t£g£ffl^S 

s?tsf^ s^no y^yyicmmwMm±m mmt 

ic u mimmmztfr ozt immx*& 
[0005] *mw(omtt., ^Bmmmfozm^ 

Z>l'3yf-yy<D^r)mK>*n5miz>t>? ! --Z<DmWim. 
[00 0 6] 

wl£s u^mm^mTm&mmtfn-gnrc^it-snrc 

[0 0 0 7] *^t!5f-^©lt5Stt 

itiEnrcT-zzmfrm m^mm^mirx^y ft, 

(Dmm^commcom^m^-^mm^xfy ft, 
?-$<Dmmft<Dmw<Dmmfmnrct%. w^mm 
mi£ftf£^iti£tirc7 i -$*MWt?z>XTv'?t, m 

ittzx^vft, n^itiEhrcT'-zttmtzx 
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j-vft^-rzo 

[0008] ^mmm^-^mmm^, ± 

t, T-$<Dmmft<Dm.w<Dmm*mz>mm^®t, 9 
~$*mti'r2>mti^mt*m%-%o ?lx, mu^m 
ic i o x- $ <Dmmft<Dmw<Dmmtmnrc t % , sg^ 

[0 0 0 9] H^fc, *^iti5f-?©li^a 
10 \t, ±3£Lfci!®£ft?&-r<<, IBiSitftfcfEISSnfc 

M#ft©gg©^iE£JRSXxy7£, 7*-* 

[0 0 10] JBcSfe, *fPJ1^3x-£3I«ag 

7-*<Dmm9i<omm%LZ>m&®Lt. mm. 

£j§?irr3Bt^fl¥§Mi: % Bt^M¥©-e«M^nfc 

^u-^n i vm^wtt, w&wzmxm m^itzn 
rc7-2%:mtiirz>%2<Dmti^Mt%mz-z>o 
x, mmmt, mm9t<Dmw&mi<Dmwx&%tm 

30 a^n/cBf^b^nfcx-^^^oss^ i ogBtm 

rc^-^mmmm^mx-mmb, mzvmwzmw 
m 2 (Dtati^m £ d m 2 ©set m^-r ^ 0 

[0 0 11] ®c*fc v *^Wt^S-r-^©SIM^S 

Bt -*§{b£nfcx-*£i!&m L^jaa^-rxxy ^ 
^gs^ i comwx&z 1 n^ma^nfcBg^b? 
Bf^b^nrcx-^^Bt^siL, ^2©gg©awii 

x-^-eSB|^bLT^ 2 ©SBtttitfrrSXiry ^k 
[0 0 12] M£ s *^t^5x-^IB@ag(±, ± 

mm±mmztemLm®?mmmm^®t, m&mm 
50 #©-efti»r^i55it'if is^MiT^nfcx-^ icmmmm 
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mm^mt, imwmkmmmtzt&K, mm 
[0 013] ^mmm^-nmrnm 

[00 14] 

[0 0 1 5] HlC^f J:5fcx £©x— ^jMgMS'X 

«S^*fr3 £ fctfTft Sffi»il£g»2 a , 2 b 
fBfPj£3IS2a, 2 b#*^©|I|»fc^LT8SRS 

[0 0 1 6] -9— /^H3t4, «*lf-55f©lB«B4« 
H2 a*»67y^o-H«tife*— r-f *7*-^07* 

gBtt U fl!c&©ffi«S^SB 2bfr5C^yp- Kg 

[0 0 17] $fe, IBfi8?£gB2 a £££jl£&B2 
b IEEE (The Institute of Electronics Engi 
neer.Inc.) 1 3 9 4fc8HSteWLfc-f V*-7x-X 

[0 0 18] C£T», IB®H^g2 a, 2 bfcOV» 
T, H2«#P8LTl!MB^So ft*. IBfiS£gfi2 a 

[0 0 19] £©IB§Pf£§tB2«, ftgMSg&fr&tftf] 

n*AAiSS? l 1 fc, -9— /^KB3fr6*y b>7~7 5 
£rt-LTXttfl&©e&H£iie2 fr£Hg*§fl:2tifcxw 

fj\ SBfiBf££B2tt, ArtS^l lfr6A*Sftfex 
^^P'T-^^Bl^b-rSBt^fbllKl 3t, Bf^ft 

i At, mmtzftrcr-i isZ/iT-zftsEM-ztiz^ 
-Kt^x^ le&nrfi&TfcfVx^ Mlf^X 

ss l 6 fc*#rs<, 

[0020] *f C , ocoiB^s4gB2^ -9— ;%mm 
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iciStJvT-fev** 1 7 iSftowrsBaEinB 1 8t, k 

io ^m<Dmm±mw2 tx-^afs^tT^ fea^iHg^ 
y^-7x-x g&ctn mmmi/F£&^? 0 ) 2 

1 £%M%.% a 

[0 0 2 1] MKU fE®#£8B2«, IBttffil 5 tCfB 

Hi 6*»6<DW*««A**n*llt^BlllHlK2 2t, Rg 
^jUKSnfe-rw v^x-^fV 5?$r>HtfW»67 
tn^}cIit§D/AnyK-^2 T^n 

20 [0 0 2 2] Rt^{fcHIS& 13(i, fCfBlt^ftT^ 

SS3 1 aAtes-^^cHR^s^-rsiKBagtts 2 
y-ryygWB^^eu 3 3 xy^yymztfgmt'tz 

30 s4gB2fc«ji-rsgB«jffii%^-r5^B«iiii 
zziyT>ymmtmm3 7 1, mmmmt&m^ 
wgmmm 8 tms. 

[0 0 2 3] 7*-f^*;P7*-^*i§#ft0Bi 3(cA* 
^n^i:^ 3>f->yi«<ffl:iHiJ83 7l±, ny^^yit 
ffl^'J 3 3 <t *3fifrS<Dn>"ry^lt^*tBL, CO 

40 4@R3itt, ftm.*miU coMMttrngmm 2 
imtiu M$ani?&3 2{i, %Macm^Tm®$&. 
tz„ gfi«asi^i5iB3 6(±, ^aiitffl^ 
u 3 4*^6ft3ffii%is*mL, 3 5 

^v^T^B^an^^-rSo n^yyjs&n&^fc-rs 

otfflv^ayfyTitt, 3>"ry^ltBf^t;lMlg§3 
8<fcba>x>y|W(H»fl:lHl»3 8fe:t)tfiA*tu c© 

50 s&ztiit&mmmt-e. w§im%&i&t&o 
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[0 0 2 4] ZLX, t$mm&l 3 It, %4>J:5&/< 

^^nfcsugct, «iiSiffl^ ; e'j3 4^5ffl*^nfc 

[00 2 5] ZLX, «±©«fc5ft/^y h^^Lfc 

■BSWftniKi 3 eitffii 5jciss , r«fei6©«Bi& 
is^Maniss i 4^4, Bt^ftmssi 3-at^ftsnfc 
mss 3 ^{toie®s^gB 2 ^soBg^t^nfcxf 

s>*;W*^*#A#3ns„ c«De*«JS!IIJ»l 414, 
[0 0 2 6] SBttffil 5£gE1l£tlT^§T ; -£ 

*>> mmrw ztv fmoms&mc ^x 
jf±gw&i 6fctti**ti5 0 n^aaiaBi 

tnB^&KLTSSfcfcOiIfc I / F 2 1 Xf4B££© 

[0027] wM.®&i sit, mmifc<Dwmw±mw2 
-r^^#M^-y^-eitt^W{cS2ijs^B2 tsarr 

'SfrTHrl/** l 7<DWmm%:fj0o -feU** 1 7 
it, EBBS&l STfBR^ti&frofei:**:, REtf 
Btfifl&cDfBSMgB 2 KSSEWicx-f ^#;I/-r-*;£ 
fitters xi-^;Px-^^B§^fkStifc**ffi 

[0028] mm&mmw%%mm \ 9 it, 9 

oaj»jcas^^TiiMR«a*'r«H»igj»4 1 t, ±m 
vs^um 1 3 (Dmwmwm® **v3 5tm vmm 
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HSnTVSSWHSUttffl^tU 4 2 /^>y F4»© 
g§4 3 Hifc[e]S&4 1 T*f§££nfclWi^SEfi«:i§t 

±$@Ig&4 3T^StlfcgB«)l^^Tv^>y h-rfj© 
B&#fl«?^t-SI^{bSMIR|sl84 4i:, 

mm®s&4 Axmrn^nrcny^y^m^^x^ 
y v^oM^it^y^y^muir^yT-yvmum 

S&4 5 

10 [002 9] Bf^ll^iagS 1 9 fCBg^ft^ftfcf^ 

h^o^jmfcsawKuaffl^ty 4 2 * 
{b^n^niss4 4fcffi*-r^ 0 m#fbmRine4 4 

20 -r^y^St&ffiu ^^yT-y^m^m^xmut 

ai-To thx, 9&§mmm&i 9 it, mmm^to^ 

[0030] n$§mt®&2 oit, mmimnv-'m 
W3*ftLxi&<Dmmni&m2Kiist!ir%>t2, mm 

%>o z(Dn^mt®&2 oit, ±mm3\zm-^mm 
30 mi 3ttztmvMi&itm?2>rctb, mmmm-zi* 
SB£>i§i£j$iEiB&3 &K\,t, mwmmmmt'ev 3 5 

£.mw2<Dmwm%mm* ; ev 3 5frt>m&mtircm 

2 Oii, ±MLtc&5tc. mmitZtiX^ft^y? 

t, mmkmm lx-mLZtircmLt, «5iHffl^ 
*y 3 ifrzmtiznrc&mmt, ^y^y^m^mt 

®S§3 7^P.tH^^nfcBt^tnyxy^i:^5>a^/ J ? 
40 >rv h*5fej«U Iil/F2i fcffi^fSo 

[0 0 3 1 ] ilia I /F 2 1 (4, 0B*fcf9— /^B3 fc 
JUiBf § TCP/IP (transmission control p 
rotocol/internet protocol) ^Ofgjg^n h n;l/^H 

■^miz^2 5^hxmmh, %rc, mm^-fjvx 
w.mmm<Dmmm&mm 2 Kmmtz tz, ieee 

1 3 9 4 ha/MptUff U a**»?2 

[0032] s£9R«iiA > rsqH«niiaB2 2 {4, m 
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EH4'fc^Wf)BS!|llBl 9©«s!cKin^M^, i$|ffl 
4 6 fc, Sfift5Ii^fo&[llgg4 3fr5<D£ttfj£SB«jI 

[0 0 3 3] -fel/**4 7(4, -9"-/^g3^e^y 
o — F LfcfV W]W-*im>£$% £ SB£31 
«£$HI&4 3?£$£ftfc§IB««8t*W{f«l! 

Sn««fe5K:«0»*S. ^LT, B§^8?»!II!S§2 2 

(4, Bf9«it Lfex-f $>$r/l>r-£* D/ A n 

2 3fcm*tSo D/A3>;^23«, WHUSBR* 

#2 4(4, c©7*p^©T-**««£«B@ftLTffi 

[0 0 3 4] J!JU:0«fe3aaai||^BM2fc43^T, ft 

(4, l)&»5X#StU B&€fl:@Bl 3fc«fcD 

Bi 3(cA£^nSi:, 3yTyymmt®&3 7(4, 
n^r-y^Slffl^^U 3 3«fc0»fi£O3^yy||*K 

■tt^mmttZo zntmc ftj&mimm K4, 

hiss 3 2(4, aRtJi^^rBBftft^-rso £fc, s 
g«5ii^figiBiK3 6{±, «anffl^^';3 4^e,±ta 

■*i»»u nmmtmmm^mticm^xmmnm 
■m&&j$fr&o xyryytemmttzoicm^zxy 
Tyvm&^yT-yvWfe^ikm&z 8 <fc Dawy 
.■WS^ftiaJ»3 8K:t»fil**tu coayfj'-yitf 
{fcH!g§3 8(4, SUfc8t#*5nTWft@»3 2T?3S££ 
ftfel8K£»II£S«gf=j£iaB3 6T*£$£ftfcilB« 

3(4, Hf^fcStvti^^-vy^i, a«SS4HII53 l 
•pisfestifeSUBcfcs ftanffl>( ; &U3 4^e.iii^$n 

fc£3ISi£, 3>-ryyaW#ftI3K3 8^effl**n 

[0035] ^eu-r, co/vrv vtts wssmmt&i 
4 TfffiflBBBi^ftstim senate «tDEtt»i 5 
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3£fi2(4, Ettffil 5 ^Bf^tStlTV^XY v^;bx 

[0036] me, &±<d* o icm&ztircmmfivm 

2 b £ £<DgKffi&&H 5 *#SS LXUmt 

10 [0 0 3 7] $fcf\ Xf-y/S 1 tfe^t, flJffl^K J: 

(Cfcl^T, jMM7E©fBgMgfi2 a©^SEHlBl 8 

B2a(4, *ffl^-y;V^LTX«-9--/^SB3^ 

Lxmm9t<Dmm£.mw2 b<Dmm.zn?o ^lt, 
mmfimmn^.mm2 ait, mm^mn^mm 

20 sSrfro t fXf >^S4 (Cjtt? 0 

[0038] XT7 7S2 fc&^T, 336©5fe©ffiSII4 
SB 2 a (4, ^^^^^-^©e^^ffl^-y;^ 

fflv^cegw%eit$§ fry— ^mm 3 LfeHK 
w&£^&sfr©«»p&fTi\ asm- «7V 

L/T, jHItc©IB®S£SB2 a 14, «B-5r-7;l/*ffl 
v>feje»fl9&G3aS-e*«4:#Xf L y^ , S3fcJi?K -9-- 
/Sg«3£^Lfcia&«&£3re£££f?Xxy:/S 5 
KJtt?o 

30 [0 0 3 9] Xfy^S 3 (Cfc^T, 

v^feiffiKWaeaST?* 5 i: SHB7C0ESIB4SB 2 

-tU-^^l 7(4, H2t^-TJ;d^ Slangs l 6 

fcinsi/p 2 i t*iasas5Rrrs 0 ctifctD, ib« 
40 a, n^amssi 6-es^saa*m^nm 

I/F214 D^€5 i c©IB^W^gB2 btcm^J 
£ftS„ LfctfiX, ^«7C©IB^W^SB2a(4, Bi 

[0040] mmft<Dsmm i mm bicit, mmtz 
n> ta®saa[i!s§ 1 4 T?e»ffli««a«nfe«, ta^# 

50 tS®£iifi 2 b Tftt, IBH^ 1 5 fcBJHffcSftTVS'r 
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St#, S^©fcJ;OK*ffi^ti/cBt^fb^n/-cxV 
^*/l/x-#(4, 5£&9!lil&i 6T?34tt»Wtt£ 

[0 0 4 1] !&mfffi®R2 2(4, BAlcittr&Stc* 

■tutz 47^, mmnmmm^v a eizmmztirc 
mwnmm*^{tm&mmm a a c mx^ s «t ? c 

st, n&iaBM Hi, tvrv h^omacm^xm 

MM® 4 4(4, N&CI9&4 l T?«4«nfelM8ci:Sffl 

IU n:/T-^ytt££j8U n>-r>y|R»il0K4 5 
fctftfrTSo nyxy^M0i^4 5(i, ;^yhifj: 

snTv»a^©-eBt9j»aEiHiB2 2 a, *©**/^*y 

hficfcDi^ffifo ^LT, Bt*ift¥SS[IIS&2 2(4, Bf^ 
'ffiBt Lfc-r -f *JZi\rr- % * D / A 3 * 2 3 (c ffl 
^•TSo 3(4, m^SRStife-r-Y 

(4, z<DTi-u7<D7*~zitnMMmmmLxfo-t}~f 

So 

[0 0 4 2] £fc, Xf77°S HCfcVT, 3tffi7t©lB 
ti1?£S«2 a (4, gfift©fE§i«f£l£B2 b©BSEtf 

nfcx^ s^w^***©* ^wm^r-y^frLx 

RlZV-'mW 3 LT5I{Ift©fBiiS£SB 2b£ 

1 6ta«iZF 2 1 t*w.mim~r%o cnfckD, 

m^^tiSo M«ft©fBiiS£$IB2b(c(4, Bf*§{fc£ 

tu aas&jra 1 4 t*ffiawm^astife«, 

at«fcOSB11»l 5 fcMSftSo 
[0 0 4 3] CC-e, ^«^©8B^H*SS2 b(4, M 

immtiftfr-D fcmwx%> k> , mmmmmm^hx^ 

[0 0 4 4] Xf7/S2(i:^T, MM7E©fB 
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gTOgM2 a(4, -9^-/^W3^UfcIffl»«4e3l 
1 5 fcffit^ttTV^SIS^flrf: tlfc7V 5?*/l/x-* 

«, s^mtc^D^m^nfc^ w^aiaimi 6 
x-nsmmmsnZo cnx\ tutti 7(4, w§ 

[0 0 4 5] f LT, 1 9fcBg^fb£nfc 

10 MgC@gg4 1 (4, /^r>y htti0SURfc»-^^T§8»*» 
£U &IIR£tt£i£|g|J$4 3& rtlry htHOj&tm 

tmmBMR**v a 2 ± owwam£itm»m 
u mw$mm%t£j8.L, nmmmmmA A\cm± 
tz 0 vgmmffimmv&A 4&, hb&iubm i 

yffifflm&A 5fCtH*-rSo 3>7 i >y*HRHK4 5 
{4, h*£DBg^{k3y'r^y;£§!&ffiU Cti 

20 ^vy^4, Bf^ft$tlTV^V^©T\ Bg^ffiRlUK 1 9 
14, *OSS/^» b^«fc?)il*ffi > ro ^LT, Bf^ll 

Kami 9(4, i*Hn«i©5'-f^*/i^*-5f«iwH» 

[0 0 4 6] Xf'y/S 6fc*V>T, 5i«7t© 

IBaS^fi2a(4, BK^n7fcSSfllft©»HI£tt 
I2b * -5 Mfift©!B3«£g 

B2 b©SMfflgiI»ffl^ty 3 5^6«BMB!M*-9-- 

'ms3*ftLxnm?%o 

[0 0 4 7] ^X\ Xf77*S7l<:^T, 31«7t© 
30 IBS^^SB 2 a (4, Bf^jliMlHlSS 1 9 tl 
fex-r^^-r-^fcMLTUgXxy^S &xm§L 

rcmwmmmztm^xmmmitmm o t?bps ^ft^tf 

5o -rat>%, f f ^^^;Vx-^*^Bt^ftiii]iS2 0fc 
A^j^tiSi:, 3yr^ , yBt^{blHSS3 7(4. nyfy 

yiiffl^^y 3 3 i QfffeionvTvym&Wkmu 

<i<Dxyf-yym*m^X2'f h/l>m<D^y?*ffitm 

c®nm%Mmmm 2\zmtiu m^hi^3 2 
(4, njmcm^xmm.*m£.?z 0 tut. mwimm. 
40 mhss3 6(4, nmmmt&j 3 Afrt>nwmttm& 
mLtc&mm£mm?u<Dsmm£.mn 2 bfrMwsi/fe 

SSB^t (tScJ^T^S^aH^^-rSo nyf 
y^y%Bi^fb-rs©ic:ffl^S3>'^y^43yx>' s y 
HB|-^{k|lISS 3 8 J: D 3 yT>vm%mt®m 3 8 (C t, 
tHASft, c©3yx>y«B8^kiaiS3 8(4, SURjy 

^•^&nTw^iiiiii3 zxmi-£ftrcwm.£mmmm. 
&mm3 6x§L&ztifc!m.imm£x, 
^•rso ^lt, wmim&2oi^ mBitztix 

50 «SSiffl^ ; eU3 4^6ffi*$nfc«iiat, ny 
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[0 0 4 8] *K UT, Sm^ft35»<Snfc7*^^;Vr 

-wsKii^sns. <:©£#, w^t&v^ 

*SB#"tN->*£B3fc7*-feXU teSSS£itfi2a 
^IfLfef-/ *JZ)W-Z*#V yu- K LI21Sg|5{t 

Tf^So +>— /^B3S^:^<©Bi^i{b£t^fc7V 
^^/^7 ^ -#;^>^#£tl-C^/^ i: t fc t>, 

-9— ^SB3 ©f-^^ssicttsR-rs c 
[0049] sas$fc©B»?i£s«2 btt, -9— ;mw 

-Z?t#*7yn-Y1r%>Z.hft"ZZ%> 0 ¥*?yn-YL 20 

ams&i 6-pss«b«sti5t, s^©Bt^si^ 30 

[0 0 5 0] CCT% H4K^rj:.5lC» 4 7 

u^ftJMBiiais 4 4 1 masns «t 5 0 §0 

^LT. Bf^bHIJ^l 3tCBf^fb^nfcx-f^;l/x- 
*#A££ftS^ MRHK4 Hi, /<*-yh*©a» 
fca^TBHfcfcfgfeU £S#&fl&JftlBlJ&4 3& 
/^y hffiO^MI&itmBWS^U 4 2 JcDSB 
fflBWI4:*9E*ajU SBftil§l££/£U Bf^fkitjg 

KiaK4 4K:m*"rs. ccTf, mm£mw2b<om 40 
ligijiw^t'j 4 zoiwi^ s£B7e©bs# 

Bg*tfbiS$?§!llli£&4 4tt % Hft@tt4 nS84SftfcHI 
Ri:»Wei«fcR:±D^*y h*£D§!»tBLfcBt^ 
fb«£B¥S!U ayf^yiSfeSU nyfy^SI 
EBM 5tctftfrrSo 3>-r>yj!BR|gJ»4 5tt, 
^hft'<fcDB|^ha^7 i >y^*ffiU ttufca^x 

it, l$m&tirv1tV<DT!W$ffimR2 Ztts ^© 
S*/^h*<fcDWt*fflto *LT, «f^j!IKiaJ»2 50 
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*2 3fctftfrrs. D/Any;^^2 3(t Bf^RR 
-*24tt, £©7^n^©'r-££SfvgMIILT 
[0 0 5 1] tlhOi^^fATS, -9--ASB3 

L%^sdmn±mmtf?y yn- f uKBawcfisirr s 

[0 0 5 2] ft43, JLX±, a, 2 bflflT? 

<tv\> 

[0 0 5 3] tV y^^f-^^i'Xfi,©!! 
ffl«»Tf*5lB»S4SB2 a fcgB»B4Sai2 b £© 

iBT?^D*D-rsfl!i©w*»iwrso istpf£SB2 

a, 2b(± s #^X{i^TfiMBH{Cx-^^»3^»3 

AST, 7V$?*/l/"r-*©»®&fr3fc:|Rl/ta:, S 

ti, aSBft©ffiSB4S«2b©BgE3OT«nfei:fr» Rg 

B2 bfcaSB-rsJ:5fcU WKWR*ia*»o fctt, 
f J -fS?^I/7 s -*©ffi**Sih , rSJ:5K'rSo *fc, 
*MT?(±, -r-^3ifi©IS©g^tt*Sf«>Sfe«>, ±56 
©09©* 5^ HH©»^B^7^-feXRrt6ft-9--/^ 
SB3 ^LTf-f ^^■r-^^OiKO (i Lftv J: 

[00 5 4] H 6 {C^-T<fc 5 C ©IB«S^Sfi 5 0 
fct 0 2 Jc^TE»S4«B 2 4: ^<b^^^^H«©S 
fi8*#f * fe ©if* 0 , flfi©E^S^SB 2 (cx-r 
;l/7*^**SSfflrrSfei6©3aS«»i: LT\ x-^©5iffi 
^©SB©^fE^tT9^iElelK5 1 4;, MM®&5 l T? 
S6«5fe©Sa©BiE3WRnfe ttM^tf-^Oli)^ 

■mmn^^xy^^ 5 2 t^e^.So 

[0 0 5 5] l a, 3IM5fe©SB©^IE*m 

d s gsBB^fcu^T-fe i/^ * 5 2 ^wmmntZo 
wmm$&5 nt, mmftommtimmmmx 

*&BHm&tm 5 o t?^s i: WWffcSftfcTV 
^;l/-r-^©MM^nr^^StLT, S^MaiHiiSi 
6^S#I/F 2 1 ££gfif££5l;:-fel^£5 2^: 
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®, m&SBsmm 1 e taut i /f 5 3 zttmLK^x 

[0 0 5 6] 07%fflV>T, ffi^S^SB5 0^ 

^s»5or-ws^ii'9^fijBT-r5o -r&fcts, mse 

B5 0^£oT&figl$fai^-/SgB3^&ofct> L 

mw3icmm ^©^hb^ib;:^ 

fcSfcvfc-f, ?JW$|g§^&£M-y^/l/nyi?i-£ 
^«-r§^(;:t±, Bf^jgfrrsyy h^xTfcVS 

5 0T?«, ^Miifi"t?35§iE®w*ss5 o-hmmmm. 

[0 0 5 7] fit, ESE0S&5 1 fi, I2^}?£ilfi5 

0 xcmmc^i yziw-zimm* xf7 

~/S 1 2fCfe^T, -fet^*5 2^ BMHHS&l 6 
tmmi/F 2 l i:§gmJ;?(;:|]DM§o 
f2tPI±SB5 0^ £«ft©I2§IB££«5 0fc: 

[0 0 5 8] Scfc, MH&5 1 it, M€ft©gB2>\ 30 

t, m±wm®m 1 6 1/F21 t^st^y 

[0059] £Lh<0 i. o &f2^lf £Sfi 5 0 it, ^ic 

rut 3 c tr% ££^xV ^^;i/x-^oMS«^ff a 

ch^^o %Tc 7^y*/l^-*©2tlI£fT5 2: 
[0 0 6 0] ftfe, fiU:Offl(T?tt % ^ft<D&Btf£ft 
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[0 0 6 1] ^(C, ^^/I'f-^^XfAOf 

t sfii^E 8 s.tfE 9 £#n LTWffl? So 

[0 0 6 2] H8K:^-rJ:5K, C©f2fiSlf£Sfi6 0 
tt, aHB*£l»r#, H2lc^t1B»ff*«il2i:|Riaa 

*^xxA©nffl^f§T-fesie^w^«fi6 oif&sfr 

Bf^{blHl^6 6i:^#^§o 

[0 0 6 3] {b 1 ©be@B6 1 it. mmftvmwvm 

t*t>*>, mi<Dmm®®6 nt, mm^mm 
3Wffl«»T?ft «e»h4»b 6 0 -eh k> s £ mmw 
^SB 6 0 ts«fitf-f -y^/vx-^^M-rs 

i: lt, b^msihii^ 1 e tmm 1/F21 tttmm? 
5&5icm\<D*:u?z6 2*mm%-Zo mi 
(Dmm®&6 at, mmn^mme o-e&^x&v-^ 

vmmw&Km&tztt n&ummm 1 6 tmm 1 

/F2 1 fc*«»fU n±%m®&l 6tm2<D*:l><? 
[0 0 6 4] S2CDgESE@B6 3 it, mmft&*-Vi- 

it, v-/i^3%ftLxw&n&m6o j ?mmm 

v\ mffi&mz&^rm 2<Dtu?$6 4 ^mmm 
Ti&fr%, m2<DUwm&3it, mammon: 

tb(DV7 h &x.Ttfi£38Xc<{ yx h-frZftfcmiWiffi 

-/^Bt«3 ^ltie^h^sb6 o KmmtznrcT 
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©-tr 6 2^LTB£MmIS§ 1 6 tBf^HlIl 

s§6 5 t%mwtt%*y<Dvmicm2<D : tis?$ 6 4% 

WQWiZ-Zo icfc, H2©BIE|I]S&6 3«, gilft©^ 

w<Dmmimft%:frirc£%^ sg2©-t2i^£64£> 
1 6 ms§mm®&6 5 t^tiL&i^ 

7©tt®«a9$S;t3 0 £!2©KliE|I]8§6 3B\ 

^^x-^om^Ritc^fc-r^o io 
co o 6 5] vmmm®m6 sit, t^vziw-z* 

me tomtit 

[0 0 6 6] SBf^fb@m6 6&, |g2©lgIE|e!S§6 3 

-TmffimnrdmwaSiX. *> 'mmzmw u e 

[0 0 6 7] i9*ffl^T, §B«?f:£Sfi6 0tf 20 

TSSJirrS. f!lffl#fcJ:oTEit»l 5fcjE1ltSftTV 
2ft£ ^«7tOsB^S^S6 0 ©£jt 1 <DWSE®$& 

6 i«, xfy^s 2 i fcfe^r, gefcD&KWB&t 
s^S6 0T**5^H5*^j»frSo m 

1 ©!EiEla|g§6 1 (±, ltM«t|B®S^«6 0 fc^V 

[0068] ^ft?>SBtfSBftg£fiB 6 0 5 30 
■jKSE#8iftfci:#* Hl©B8EEIf&6 lfi, Xfy/S 

2 2 fCfe^T, S^MSHIgg 1 6 }B*5Hfl| I/F21C 
f-f *J$)W-Z%:mtiir% £ ttM*%&£5 icM l © 

#ftSnfc3:i:©tttBT?jI« I/F 2 1 <fc D2!fi?G©fB 
«S^B6 0lcSHI*ns. SB§lS£gfi 

S6 0&, Z.<Q?4i?Zl\rj t -*1tn±'i-%%&, «il 40 
[0 0 6 9] Xfy/S 2 ncfeV^THl©^|ElHlS&6 

3 ic*^t, m 2 ©MSEtui^ 6 3 mmftvmwvm 
iE^ff^o t%t>*>, ^2comumm6 3 a, s&xa 

©Y7 h^iT3WBBfc^>X h-/i/2ftfciflJBa»-T? 

tmntmm 6 0 t»sb s 1 1 h 5 ^©wif*ff 5 » 

[0 0 7 0 ] LT> SI 2 <DS8EH& 6 3 50 
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W<OWS£ffWMtt.^ XryfS 2 4 fcfcVT, Sg2 

oaiEiaB6 3tt, mi<D-tu^^6 2^irhxm^ 
w®& 1 6 &i@*H¥Btiiift6 5 t*saafrs*y©«ii 

«\ IIS#)l¥R|Hl»6 5KA**nSo ^LT, Pg^jgf! 
0ES6 5», SBt^{k-r§/cJ6±MLfcBt^klHl«Sl 3 

g§6 efCtftfrTS,, 
[0 0 7 1] SBf^ftlslSS6 6tt, XT'y/S2 5fi:fe 

Lt, Ill/F2 0a, ^©ISIWt^nfcTVi 7 * 

7S 2 3 TS^frDglltf ifUIliBT?* o fc t) s -9—^ 
SB 3 KS£flrrS«#tt, Xfy/S 2 2 ©ti-g-fCtb^ 

[0 0 7 2] £fc. Xx>y7"S 2 7fc:i5VT % j3H3$fc© 
&Sfi-?tift^ ^2©^K@g&6 3«:, g£ 

mjhuss 1 6 tmm 1/F21 t(Dfm**7tc?z 0 

!BtiS£§tfi5 0&, iiM^oSB'N©^ 
[007 3] JK±£D<fc 9 ^IB^S^SB 6 0 14, 

% c t * < Mfi^©iB»s^gB 5 o icmm?£tizfr 

5, M13ft©iB®B£SB5 0fi. f^^^/l/f-^^ 
*3*lca*-rscl:^T?#* 0 I3^B^B6 0 

J: 0 ?>ffiX7-r§ d i:^^#5SB©a^ti^t- c fc*^ 

[0 0 7 4] ^fc, Hi^^©8B©#mfCJ5SCTffi*^ 

d kjyT?#«ESil4ai«7 o ©011^0 1 o 

Rtsmi izmmLTMwr&o <i©ib»s^sb7o 
a, m 2 t^"ria^s^B2 tmmmttmzizimm 

©IHtt*®SBiE@K7 l BIEI5IIS7 l^©HliE^ 

*{cj5SUT^®^©^B©as^jg'j-r§ nswae 7 2 
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mmttzmm^tmrni 4tm^ 0 s/c, mm 
±s«7 0(4, ri-u?mi3tLx, u&E&m&i q 

mmmish, m^mmzntc^^ vzivf-zw 

•So 

[0075] eeehji&7 i a, mn9t<Dmu<omwt'ft 10 

do *&!$(;:, S£HB7 1(4, sseft©*afcy*^x 

SIX ttiFlffl««^S3{p«^^OSH^jESS:*IS 

7 1 a, ESEo^nfcgB^ast^fBgs^fJS'Juiies 

7 2{cffi^-T5„ 

[0 0 7 6] WBlliaBT 2 54, MIE0S&7 1 fr£>©fcttfj 20 

{4, Tjvz>i<r-**mm®icmL(Dmihrcwm± 
mw7o icmm? % t n^grae 1 6 tmm 1 / 

F 2 0 fc*SaW«J:5lc-rs 0 WJEIS&7 2 
(4, x^^;l^*«l«mfciFlffl«»fc3Sflrr*2: 

7 o-JMnfflasfcasfirrsfc*, hmhussi 6 

tBt^«SliaK7 3i:*SBirrs<fe3K: , rSo w 
g(JHIgg7 2(4, x-f^^/l/r-^UDSSfflf ««»WES 30 

#*r*fe«>Bs#j!fisi@K7 5 tztmtrz&o iar 

[0 0 7 7] ^MWm&l 3(4, fV^/W 1 -*^ 

9£flrr«BE, wt^tr«fe«>±aLfent#fkiii»i 3 
s§7 5^m^-r§ 0 

[0 0 7 8] W%m\M&l 4 (4, ESE0S&7 1 T'fgtE 

^t/r, wtmami 4 {4, HBt^t^nfcxV^ 
1/F21 (cm^j-r^o 

[0 0 7 9] £fc, Bt^<^IHK7 5(4, n-uVWl 

?%rctb±mLrd®mt<&i& 1 3t«jtifcf-f^ 

So fit, D/A3>A-^7 6lt f-f^^/Vf- 
[0080] S 9 £ffl^T, E£i££&jE 6 0 50 
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£ft3£:, Sgft7C<DGttH^«i7 0OBIEBie(7 l 
(4, Xf7/S 3 Kcfe^T, TlVZlW-ZoMm 

mtrt'^o fjg'JinB7 2{4, ^tegiKcjtscT, w±m 

5»ii/F 2 ofctBA-r*^ mmm^7 3icm 
tit%t>\ mtsm±mL<itm^mmm^7 simtrr 

[008 1] WSIJHI&7 2 (4, 26©ftOl3«ff±SEB7 
#, Xf-v7S 3 2(Cfcl^T, *f£&a!IIftl 6A^ftJ 

f 2 1 (cm^-r^o cows, tanas 1 5 ± dir*ws 
ftttis-eff fens e m^b«nfe**©«nif 

I/F2 140 M©?5©fB§Pi£SIB 6 0 (CMMS 
ti^o ^LT, IB®B£SB7 0(4, "rjVWr—Z 

^*;W ? -2£»T£ei£2>n?t3o 3»fc©f3§i 
i?£SB 6 0 (4, c ©fv VZtUT-ZttntkT %m 

[0082] WSU0SS7 2(4, ^fcosare&saaB 
;i/x-^^M-rs tmmbrctz, x^v^s 3 3(c 

43V^T, S^®fflIi]B 1 6 tBf^S¥^|aISS7 3 t^S^ 
■TSo *LT, Bf^»MlHlB7 3(4, IPt^ftTSfe* 
±&L1tl&Mm& 1 3 "PUSf^fbSnfe-r-f 

3 4fciJ^T, HBt^t@lK7 4(4, j£«ftcD$IS©&- 
BMI^Blff-rSo XfyyS3 5t*Jl>T, sut^kia 

» 7 4 (4, ^mmmm 7 3 ■ent^smsnfex-f v* 

LT, iflI/F20 (4, C OBBf ^ft^nfcx-f 
;l/x-^^M©^©^B(c^fif So -T^:^^, 

««n*iaffl«»T?*ofe»), -9— ^gB3(cM«-rs 

X7^7S3 2©^(Cjt<££15aWfc 

^/PT^-^^asflrrs j: 3 (c LT&&&tmm-tz> * 3 

[0 0 8 3] W9IISB7 2(4, Xry/S 3 6(CfeV^ 

t, x-f^/vx-^oflj^j^Rjh-rso x(4, fijgijm 

ES7 2(4, Xfy7S3 6tfe^T, 7^n^ffl7j(C|S 

oTfFRprso r-rti^m^mm^ mmnm 2 
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it, m&&mm 1 e tmmnm®7 5 ttttmr 
%>o zlx, mmmmm7 sit, iw§{w*fc«&± 

[0084] «±©ck9*ffi^s^gB7 o-eti, mm 
7 0 it, mmmmttm < -r sfe<>, rnvmit*-?* 10 

Wi§«i, ^FIBc y 7 r- 7 x 72>V h- -;V 

^smmit^m^o ■*--/<s»3**r-L"ciB«*s 

£gfi 7 0 **FUB«Sffc:7V ^;l/7^^*SSfif S* 

[0 0 8 5] 1X±, f-f i/ZJltf-Z^mtL 

tttLX, EKB^MJR*fl§VSJ:5fcLTfc«fc 

[0 0 8 6] ESS4«lt2{«:SSMSnT*fc7 f 

^-*©f2§i£»t3§2§$if£Sfi2 fco^TBii* 

[0 0 8 7] £©l2^ff£SB8 o&, 012 t^-TJ; 
1f-^gB3 6B§^{t£niB§£ftfc7V 40 

©fBfpj£gB8 0& s ffiSKfcUT. Bf^ft^ftfcx 
^^;l/x-^^^§Bt^»MHI^8 2J:, ffi&IS 

■#ifc*.SMltHM*rB»8 4 fc, 7V5>*/l/7*-$rJfcffiB 
-TSJEiilI!8§8 5£ s fflB«nT^«7*-f^^;l/r-^ 
*«H8^tr*HHHfcH»8 6^ l&iffcS titers 
;I^^KSBfl»Q^JlrrSHS®l@»8 7 KHffc 

stifcfv ^/w^sfiarrsffitta* 8 8 fc*wr 50 
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So 

[0 0 8 8] Sfc ffifiHS4Slf 8 0S, 
T> S£®SHIS&8 9i:, B|M*fb«nTS51l»8 8K:aB 

9 0 t, as^hTv^f-f^/pf-^sttitstt 

§D/A3y;^9 2i: 1 7i-u>fmn%:fo-ht%7 
^n^ffi7jffi?9 3£, D/A3y/<-^9 2©|fiacD 

£WiTSo $fc, B5iSf§±gfi8 0{i, #»©ftf^*W 

[0 0 8 9] A*^?8 1 fctt, -9--/^B3^ffi0lB 
®S4SB2^6Bt^b^tifflSI*nfc^n^-T f 'r 

-^^XTj^nSo *fc ^©tV^w*--*^ 

S C M S (Serial Copy Management System) Wftfttf 
*-^T-^?E»SnTV»So B&<HHR@»8 2tt, 
A*«8? 8 l s;UjSftfc8gH§ffc*ftfc7V -y#/l/-r 

ihflBB*«ltfn*£« J: 5 U #fi@8&8 3 Kfltfj-r 
So #S@g&8 3 It, A T R A C 3 (Adaptive Transfo 
rm Acoustic Coding 3 : j&H) % MPEG-2AAC 

(Motion Picture Expert Group 2 AdvancedAudio Codi 
ng : ffiflD s MP 3 (MPEG-1 Audio Layer3 : AM) ^ 
T w i n V Q (Transform-Domain Weighted Interleave 

Vector Quantization : i&H) „ MSAud i o (WM 
A : Windows Media Audio : WiW) > Ogg V o r b i 

s mm moiyttxBM'gftT^ZTj vzjw-z 
mmh, atHM*Tii]^8 4tffi^-rso 
[0090] mmwsimm 4 Bt#jgM*^nx- 
^ jBWisnftf-f -y^;i/7 ! -^ 4»}c#snsy *— * 

V— ir*KttIJU SCMSflHt^aWfSo ^©SCM 

Sit77^-X?fe0, •r-^cDft^ t£\y htcti rooj 
(r-r^V^ffRD . rioj tfrnztowm 

±) , riu (-wmT4i?*)]/mg*mib&) <» 

Mti^S^So 

[0 0 9 1]^LT, attSM§TliIieS8 4{i, SCMS'lf 
^TOOJ, ri lj IBHSI58 8fC^ 

-y^yl/x-^^IB®-rs £ ii^fFWSo Sfe, SCM 
s*ifffg^ r 1 1 j <Dt%ia±, ri u * n oj t# 

fM5o *fc, »mMfflil^8 4i±, SCMS'lflS^ 

n oj x>$>%£^ eiirai58 8^©7V2>*;w^* 

OlBft^Rih-rSo ■?"LT> MffiMffle|liS8 4fi, SC 
M S mttfrntZtlfcrrj *J*Arf-9*Mi8m 8 5 

[0 0 9 2] fefe, SCMSfflffBtt, CGMS (Copy G 
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(57)Abstract: 

PROBLEM TO BE SOLVED: To prevent copying 
of data without permission, even in transferring 
digital contents through a server device 
interposed inside a network. 

SOLUTION: The data transmitter comprises an 
authenticator circuit 18 for authenticating an 
addressed device for receiving transmitted data, 
a decoder circuit 19 for decoding encrypted data 
and a re-encrypting circuit 20 for re- encrypting 
the decoded data by the deciphering circuit 19. 
In a recording reproducer 2, the decoder circuit 
19 decodes encrypted data read from a recording 
medium and acquires key data unique to the 
addressed device, when the authenticator 
circuit 18 authenticates this devices, the re-encrypting circuit 20 re-encrypts the data, 
using the acquired unit key data, and transmits the data from a communication I/F 21. 
Thus the data are recorded temporarily in the server device to avoid reproducing the 
data, even if the data are downloaded on the terminal of an unauthorized third person. 
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CLAIMS 



[Claim(s)] 

[Claim l] A regeneration means to regenerate by reading the enciphered data which 
were recorded on the record medium, An authentication means to take authentication of 
the equipment of the transmission place of the above-mentioned data, and a decryption 
means to decode the enciphered data to which regeneration was given with the 
above-mentioned regeneration means, When it has a re-encryption means to 
re-encipher the data decoded with the above-mentioned decryption means, and an 
output means to output the data enciphered by the above-mentioned re-encryption 
means and authentication of the equipment of the transmission place of the 
above-mentioned data is able to be taken with the above-mentioned authentication 
means, While decoding the enciphered data with which it read from the 
above-mentioned record medium, and regeneration was given with the above-mentioned 
decryption means, the proper key data of the equipment of the above-mentioned 
transmission place are acquired. The data source which re-enciphers the 
above-mentioned data with the above-mentioned re-encryption means using this 
acquired proper key data, and is transmitted from the above-mentioned output means. 
[Claim 2] It is the data source [ enable it / to output the enciphered data with which the 
above-mentioned means for switching read from the above-mentioned record medium 
when the means for switching it enables it to output from the above-mentioned output 
means as it is is established in the data enciphered by the above-mentioned encryption 
means and authentication of the equipment of the transmission place of the 
above-mentioned data does not take, or when authentication is not able to take, and 
regeneration was given to the preceding paragraph of the above-mentioned decryption 
means from the above-mentioned output means as it is ] according to claim 1. 
[Claim 3] Some data by which encryption was carried out [ above-mentioned ] are the 
data source according to claim 1 with which encryption processing is not performed. 
[Claim 4] When transmitting the step which regenerates by reading the enciphered 
data which were recorded on the record medium, and the enciphered data which were 
recorded on the above-mentioned record medium, When authentication of the 
equipment of the step which takes authentication of the equipment of a transmission 
place, and the transmission place of the above-mentioned data is able to be taken, When 
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authentication of the equipment of the step which acquires the proper key data of the 
equipment of this transmission place from the equipment of the above-mentioned 
transmission place, and the transmission place of the above-mentioned data is able to 
be taken, The data transmitting and receiving method which has the step which 
decodes the enciphered data with which the above-mentioned regeneration was given, 
the step which re-enciphers the data by which decode was carried out 
[ above-mentioned ] using the proper key data of the above-mentioned transmission 
place, and the step which outputs the data re -enciphered [ above-mentioned ]. 
[Claim 5] The data transmitting approach according to claim 4 which outputs the 
enciphered data with which it read from the above-mentioned record medium, and 
regeneration was given when not taking authentication of the equipment of the 
transmission place of the above-mentioned data, or when authentication was not able to 
be taken as it is. 

[Claim 6] Some data by which encryption was carried out [ above-mentioned ] are the 
data transmitting approaches according to claim 4 that encryption processing is not 
performed. 

[Claim 7] The data source output the data by which encryption was carried out 
[ above-mentioned ] as it is from the above-mentioned output means when it has a 
regeneration means regenerate by reading the enciphered data which were recorded on 
the record medium, an authentication means take authentication of the equipment of 
the transmission place of the above-mentioned data, and an output means output the 
above-mentioned data and authentication of the equipment of the transmission place of 
the above-mentioned data is able to take by the above-mentioned authentication means. 
[Claim 8] The data source according to claim 7 which forbids the output of the data from 
the above-mentioned output means when not taking authentication of the equipment of 
the transmission place of the above-mentioned data, or when authentication is not able 
to be taken. 

[Claim 9] Furthermore, further authentication means to take authentication of other 
equipments used as the transmission place of the above-mentioned data, A decryption 
means to decode the enciphered data which it regenerated with the above-mentioned 
regeneration means, In the time when authentication was not able to be taken when it 
had a re-encryption means to re-encipher the data decoded with the above-mentioned 
decryption means and the above-mentioned authentication means did not take 
authentication of the equipment of the transmission place of the above-mentioned data 
When authentication of the equipment of a transmission place is able to be taken with 
the further authentication means, the enciphered data with which it read from the 
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above-mentioned record medium, and regeneration was given are decoded with the 
above-mentioned decryption means, the account of a top - The data source according to 
claim 7 which acquires the proper key data of the equipment of the above-mentioned 
transmission place, re-enciphers the above-mentioned data with the above-mentioned 
re-encryption means using this acquired proper key data, and is outputted from the 
above-mentioned output means. 

[Claim 10] The data transmitting approach which it has in the step which outputs as it 
is in the step which regenerates by reading the enciphered data which were recorded on 
the record medium, the step which take authentication of the equipment of a 
transmission place when transmitting the enciphered data which were recorded on the 
above-mentioned record medium, and the data by which encryption was carried out 
[ above-mentioned ] when authentication of the equipment of the transmission place of 
the above-mentioned data is able to take with an authentication means. 
[Claim 11] The data transmitting approach according to claim 10 of forbidding the 
output of the above-mentioned data when not taking authentication of the equipment of 
the transmission place of the above-mentioned data, or when authentication is not able 
to be taken. 

[Claim 12] In the time when authentication was not able to be taken when not taking 
authentication of the equipment of the transmission place of the above-mentioned data 
When authentication of the equipment of a transmission place is able to be taken with 
the further authentication means, the enciphered data with which it read from the 
above-mentioned record medium, and regeneration was given are decrypted. The data 
transmitting approach according to claim 10 which acquires the proper key data of the 
equipment of the above-mentioned transmission place, re-enciphers and outputs the 
above-mentioned data using this acquired proper key data. 

[Claim 13] A regeneration means to regenerate by reading the enciphered data which 
were recorded on the record medium, An authentication means to take authentication of 
the transmission place of the above-mentioned data, and a distinction means to 
distinguish the class of equipment of the above-mentioned transmission place attested 
with the above-mentioned authentication means, A decryption means to decode the 
enciphered data which it regenerated with the above-mentioned regeneration means, A 
re-encryption means to re-encipher the data decoded with the above-mentioned 
decryption means by the proper key data of the equipment acquired from the equipment 
of the transmission place which was able to take authentication, The 1st output means 
which outputs the enciphered data which it regenerated with the above-mentioned 
regeneration means as it is, It has the 2nd output means which outputs the data 
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re-enciphered with the above-mentioned re-encryption means. The above-mentioned 
distinction means When it judges that the equipment of a transmission place is the 1st 
equipment, it is made to output the enciphered data which it regenerated with the 
above-mentioned regeneration means from the output means of the above 1st to the 1st 
equipment of the above as it is. When it judges that the equipment of a transmission 
place is the 2nd equipment, the enciphered data which it regenerated with the 
above-mentioned regeneration means are decoded with the above-mentioned decryption 
means. The data source which re-enciphers with the above-mentioned re-encryption 
means using the proper key data acquired from the 2nd equipment of the above, and is 
outputted to the 2nd equipment of the above from the output means of the above 2nd. 
[Claim 14] It is the data source according to claim 13 whose 1st equipment of the above 
is an exclusive device and whose 2nd equipment of the above is a general-purpose device. 
[Claim 15] It is the data source according to claim 13 from which, as for the 1st 
equipment of the above, the decryption means consists of hardware at least and which, 
as for the 2nd equipment of the above, the decryption means consists of with software at 
least. 

[Claim 16] The step which regenerates by reading the enciphered data which were 
recorded on the record medium, The step which takes authentication of the equipment 
of the transmission place of the above-mentioned data, the step which distinguishes the 
class of equipment of the attested above-mentioned transmission place, and when a 
distinction result is the 1st equipment, The step which outputs the enciphered data 
which it regenerated to the 1st equipment as it is, and when a distinction result is the 
2nd equipment, The data transmitting approach of having the step which decrypts the 
enciphered data which it regenerated, re-enciphers by the proper key data of the 2nd. 
equipment of the above, and is outputted to the 2nd equipment of the above. 
[Claim 17] It is the data transmitting approach according to claim 16 that the 1st 
equipment of the above is an exclusive device, and the 2nd equipment of the above is a 
general-purpose device. 

[Claim 18] It is the data transmitting approach according to claim 16 that, as for the 1st 
equipment of the above, the decryption means consists of hardware at least, and the 
decryption means is constituted by software at least, as for the 2nd equipment of the 
above. 

[Claim 19] A renewal means of an extract to extract and update unapproved duplicate 
prevention information from the inputted data, When record processing can be 
performed to the data by which the above-mentioned unapproved duplicate prevention 
information was updated with the above-mentioned renewal means of an extract, it can 
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have a record processing means to record on a record medium and the inputted 
above-mentioned data can be regenerated, The above-mentioned renewal means of an 
extract is a data recorder which controls the above-mentioned record processing means 
based on the above-mentioned unapproved copy prevention information while updating 
the above-mentioned unapproved copy prevention information. 

[Claim 20] The above-mentioned unapproved copy prevention information is SCMS 
(Serial Copy Management System) information. The above-mentioned renewal means of 
an extract When the above-mentioned record processing means is controlled to record 
the data by which the input was carried out [ above-mentioned ] on the 
above-mentioned record medium as it is when the above-mentioned SCMS information 
is copy freedom and the above-mentioned SCMS information is the information which 
can be one -generation copied, When the above-mentioned record processing means is 
controlled to perform predetermined record processing to the data by which the input 
was carried out [ above-mentioned ], and to record on the above-mentioned record 
medium while rewriting this SCMS information to the ban on a copy, and the 
above-mentioned SCMS information is copy prohibition information, The data recorder 
according to claim 19 which forbids record to the above-mentioned record medium of the 
above-mentioned record processing means. 

[Claim 21] The data-logging approach of having the step which extracts and updates 
unapproved duplicate prevention information from the inputted data, the step which 
performs record processing to the data with which unapproved duplicate prevention 
information was updated, and record to a record medium, and the step carry out record 
processing based on the above-mentioned unapproved copy prevention information 
when possible in the regeneration of data by which the input was carried out 
[ above-mentioned ]. 

[Claim 22] When the above-mentioned unapproved copy prevention information is 
SCMS (Serial Copy Management System) information and the above-mentioned SCMS 
information is copy freedom, When the data by which the input was carried out 
[ above-mentioned ] are recorded on the above-mentioned record medium as it is and the 
above-mentioned SCMS information is the information which can be one -generation 
copied, The data-logging approach according to claim 21 of performing predetermined 
record processing to the data by which the input was carried out [ above-mentioned ], 
recording on the above-mentioned record medium while rewriting this SCMS 
information to the ban on a copy, and forbidding record to the above-mentioned record 
medium when the above-mentioned SCMS information is copy prohibition information. 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to a data recorder and an approach at the 
data source which prevents the unapproved copy of data, such as digital contents, and 
an approach list. 
[0002] 

[Description of the Prior Art] Copying digital contents, such as audio data, to a 
recordable magneto-optic disk from the optical disk only for playbacks conventionally 
with a digital signal is performed. In case it connects with the regenerative apparatus of 
an optical disk by the exclusive cable and the record regenerative apparatus of a 
magneto-optic disk copies digital contents, it updates the unapproved copy prevention 
information copied once to these digital contents as it is possible to the ban on record, 
and is made to perform copyright management. Therefore, the digital contents copied 
from the optical disk currently recorded on the magneto-optic disk can be further copied 
no longer to a magneto-optic disk. 

[0003] Moreover, the exchange of digital contents is performed among terminal units, 
such as a personal computer, through networks, such as the Internet and LAN (local 
area network). In this case, the terminal unit of a transmitting side uploads digital 
contents to server equipment with the address of the terminal unit of a receiving side, 
and the terminal unit of a receiving side downloads the digital contents addressed to 
itself memorized by server equipment. In the exchange of the digital contents between 
which such a network was made to be placed, the count of a copy of digital contents is 
not managed at all in many cases. 
[0004] 

[Problem(s) to be Solved by the Invention] Since the system which make the network 
mentioned above intervene and exchanges digital contents uses a general purpose 
computer for a magneto-optic disk recordable from the optical disk only for playbacks 
not using the record regenerative apparatus of the magneto-optic disk of dedication like 
the system which copies digital contents, it is [ system ] difficult in being made updating 
unapproved copy prevention information, when unapproved copy prevention 
information added and copies to the digital contents to copy, and carrying out copyright 
management. 

[0005] Without using a concreteness record medium, also in case the purpose of this 
invention makes the server equipment in a network intervene and exchanges digital 
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contents indirectly directly by the cable or wireless between equipment, it is to provide 
with a data recorder and an approach the data source and the approach list which can 
perform copyright management of preventing the unapproved copy of data. 
[0006] 

[Means for Solving the Problem] A regeneration means to regenerate by reading the 
enciphered data which were recorded on the record medium that the data source 
concerning this invention should solve the technical problem mentioned above, An 
authentication means to take authentication of the equipment of the transmission place 
of data, and a decryption means to decode the enciphered data to which regeneration 
was given with the regeneration means, It has a re-encryption means to re-encipher the 
data decoded with the decryption means, and an output means to output the data 
enciphered by the re-encryption means. And when authentication of the equipment of 
the transmission place of data is able to be taken with an authentication means, while 
decoding the enciphered data with which it read from the record medium and 
regeneration was given with a decryption means, the proper key data of the equipment 
of a transmission place are acquired, data are re-enciphered with a re-encryption means 
using this acquired proper key data, and it transmits from an output means. 
[0007] Moreover, when transmitting the step which regenerates by reading the 
enciphered data which were recorded on the record medium that the transmitting 
approach of the data concerning this invention should solve the technical problem 
mentioned above, and the enciphered data which were recorded on the record medium, 
When authentication of the equipment of the step which takes authentication of the 
equipment of a transmission place, and the transmission place of data is able to be 
taken, When authentication of the equipment of the step which acquires the proper key 
data of the equipment of this transmission place from the equipment of a transmission 
place, and the transmission place of data is able to be taken, It has the step which 
decodes the enciphered data with which regeneration was given, the step which 
re -enciphers the decoded data using the proper key data of a transmission place, and 
the step which outputs the re-enciphered data. 

[0008] Furthermore, the data source concerning this invention is equipped with a 
regeneration means to regenerate by reading the enciphered data which were recorded 
on the record medium that the technical problem mentioned above should be solved, an 
authentication means to take authentication of the equipment of the transmission place 
of data, and an output means to output data. And when authentication of the equipment 
of the transmission place of data is able to be taken with an authentication means, the 
enciphered data are outputted as it is from an output means. 
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[0009] Furthermore, the transmitting approach of the data concerning this invention 
again When transmitting the step which regenerates by reading the enciphered data 
which were recorded on the record medium that the technical problem mentioned above 
should be solved, and the enciphered data which were recorded on the record medium, 
When authentication of the equipment of the step which takes authentication of the 
equipment of a transmission place, and the transmission place of data is able to take 
with an authentication means, it has the step which outputs the enciphered data as it is. 
[00 10] Furthermore, a regeneration means to regenerate by reading the enciphered 
data which were recorded on the record medium that the data source concerning this 
invention should solve the technical problem mentioned above again, An authentication 
means to take authentication of the transmission place of data, and a distinction means 
to distinguish the class of equipment of the transmission place attested with the 
authentication means, A decryption means to decode the enciphered data which it 
regenerated with the regeneration means, A re-encryption means to re -encipher the 
data decoded with the decryption means by the proper key data of the equipment 
acquired from the equipment of the transmission place which was able to take 
authentication, It has the 1st output means which outputs the enciphered data which it 
regenerated with the regeneration means as it is, and the 2nd output means which 
outputs the data re-enciphered with the re-encryption means. And when the equipment 
of a transmission place judges a distinction means to be the 1st equipment, When it 
judges that it is made to output the enciphered data which it regenerated with the 
regeneration means from the 1st output means to the 1st equipment as it is, and the 
equipment of a transmission place is the 2nd equipment, The enciphered data which it 
regenerated with the regeneration means are decoded with a decryption means, and it 
re-enciphers with a re-encryption means using the proper key data acquired from the 
2nd equipment, and outputs to the 2nd equipment from the 2nd output means. 
[0011] Furthermore, the transmitting approach of the data concerning this invention 
again The step which regenerates by reading the enciphered data which were recorded 
on the record medium that the technical problem mentioned above should be solved, 
The step which takes authentication of the equipment of the transmission place of data, 
the step which distinguishes the class of equipment of the attested transmission place, 
and when a distinction result is the 1st equipment, It has the step which outputs the 
enciphered data which it regenerated to the 1st equipment as it is, and the step which 
decrypts the enciphered data which it regenerated, re-enciphers by the proper key data 
of the 2nd equipment, and is outputted to the 2nd equipment when a distinction result 
is the 2nd equipment. 
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[0012] Furthermore, it has a renewal means of an extract extract and update 
unapproved duplicate prevention information from the inputted data that the data 
recorder concerning this invention should solve the technical problem mentioned above, 
and a record processing means perform record processing to the data by which 
unapproved duplicate prevention information was updated with the renewal means of 
an extract, and record on a record medium. And when the inputted data can be 
regenerated, the renewal means of an extract controls a record processing means based 
on unapproved copy prevention information while updating unapproved copy 
prevention information. 

[0013] Furthermore, it has the step which extracts and updates unapproved duplicate 
prevention information from the inputted data that the data-logging approach 
concerning this invention should solve the technical problem which mentioned above 
again, the step which perform record processing to the data with which unapproved 
duplicate prevention information was updated, and record to a record medium, and the 
step carry out record processing based on unapproved copy prevention information 
when possible in regeneration of the inputted data. 
[0014] 

[Embodiment of the Invention] Hereafter, the data transceiver system by which this 
invention was applied is explained with reference to a drawing. 

[0015] As shown in drawing 1 , this data transceiver system 1 is equipped with the 
server equipment 3 in the network 5 where record regenerative-apparatus 2a which can 
perform record playback of digital data, such as audio data, 2b, and record 
regenerative-apparatus 2a and 2b are connected through a telecommunication circuit. 
[0016] Server equipment 3 transmits the audio data memorized in the storage section to 
record regenerative-apparatus 2b, when digital data, such as audio data uploaded from 
one record regenerative-apparatus 2a, are temporarily memorized in the storage 
sections, such as a hard disk, and the download demand from record 
regenerative-apparatus 2b of another side is received. 

[0017] Moreover, data can be directly transmitted [ record regenerative -apparatus 2a 
and record regenerative-apparatus 2b ] by connecting an exclusive cable between 
equipment using the interface based on IEEE (The Institute of Electronics Engineer, 
Inc.) 1394 specification etc. and received through server equipment 3. 
[0018] Here, record regenerative-apparatus 2a and 2b are explained with reference to 
drawing 2 . In addition, since record regenerative-apparatus 2a and record 
regenerative-apparatus 2b have the same configuration, they are also only called record 
regenerative apparatus 2 below. 
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[0019] This record regenerative apparatus 2 has the input terminal 11 into which 
digital data, such as audio data outputted from the external instrument, are inputted, 
and the input terminal 12 into which the digital data enciphered from other record 
regenerative apparatus 2 through the network 5 is inputted from server equipment 3. 
Moreover, a record regenerative apparatus 2 has the storage section 15 which consists of 
the hard disk with which the digital data enciphered as the encryption circuit 13 which 
enciphers the digital data inputted from the input terminal 11, and the record 
processing circuit 14 which performs record processing of the enciphered digital data is 
recorded, a recordable optical disk, a magneto-optic disk, semiconductor memory, an IC 
card, etc., and the regeneration circuit 16 which regenerate the digital data read from 
playback means, such as the magnetic head and an optical pickup. 

[0020] moreover, this record regenerative apparatus 2 as a transmitting system for 
transmitting digital data to server equipment 3 or other record regenerative apparatus 
2 The digital data enciphered as the path which outputs the enciphered digital data as 
it is The selector 17 which enciphers and switches the path to output, [ re-] The 
authentication circuit 18 which takes authentication of the transmission place of digital 
data and controls a selector 17 based on an authentication result, The decryption circuit 
19 which decodes the enciphered digital data, and the re-encryption circuit 20 which 
re-enciphers the digital data decrypted in the decryption circuit 19, The communication 
link interface for performing server equipment 3, other record regenerative apparatus 2, 
and data communication (it is also only hereafter called communication link I/F.) It has 
21. 

[0021] Furthermore, the record regenerative apparatus 2 is equipped with the 
decryption circuit 22 where the output from the regeneration circuit 16 is inputted, D/A 
converter 23 which changes the decrypted digital data into an analog signal from a 
digital signal, and the loudspeaker 24 which transduces electroacoustically and outputs 
the data changed into the analog signal as a reversion system of the digital data 
recorded on the storage section 15. 

[0022] The encryption circuit 13 enciphers the digital data inputted from the input 
terminal 11 using the equipment individual key memorized by memory. The 
random-number- generation circuit 31 where this encryption circuit 13 generates a 
random number concretely as shown in drawing 3 , The function circuit 32 which 
generates the function based on a random number, and the memory 33 for contents keys 
which memorizes the contents key which enciphers contents, The memory 34 for 
common keys which memorizes the common key used in order to encipher a contents 
key, The memory 35 for, equipment individual keys which records the equipment 
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individual key of the proper of the record regenerative apparatus 2, The equipment 
common key generation circuit 36 which generates the equipment common key common 
to all the record regenerative apparatus 2 with a common key and an equipment 
individual key, It has the contents key encryption circuit 38 which enciphers a contents 
key with the contents encryption circuit 37 which enciphers contents with a contents 
key, and an equipment common key and the function with which the random number 
was given. 

[0023] If digital data is inputted into the encryption circuit 13, from the memory 33 for 
contents keys, a predetermined contents key will be read, it will encipher except for 
headers, such as a title, using this contents key, and the contents encryption circuit 37 
will output encryption contents. With this, the random- number- generation circuit 31 
generates a random number, and outputs this random number to the function circuit 32, 
and the function circuit 32 generates a function based on a random number. Moreover, 
the equipment common key generation circuit 36 reads a common key from the memory 
34 for common keys, reads an equipment proper key from the memory 35 for equipment 
proper keys, and generates an equipment common key based on a common key and an 
equipment proper key. The contents key used for enciphering contents is outputted also 
to the contents key encryption circuit 38 from the contents key encryption circuit 38, 
and this contents key encryption circuit 38 is with the function which the random 
number was given and was generated in the function circuit 32, and the equipment 
common key generated in the equipment common key generation circuit 36, and 
generates an encryption key. 

[0024] And the encryption circuit 13 generates the following packets. That is, the packet 
generated by this encryption circuit 13 consists of the header which consists of a title of 
the contents which are not enciphered etc., the random . number generated in the 
random-number-generation circuit 31, a common key outputted from the memory 34 for 
common keys, an encryption key outputted from the contents key encryption circuit 38, 
and encryption contents outputted from the contents encryption circuit 37. 
[0025] And since the encryption circuit 13 which generated the above packets processes 
for recording on the storage section 15, it outputs to the record processing circuit 14 per 
packet. The digital data enciphered in the encryption circuit 13 and the digital data 
enciphered from the server equipment 3 inputted from the input terminal 12 or other 
record regenerative apparatus 2 are inputted into the record processing circuit 14. This 
record processing circuit 14 performs and makes binary error correction coding 
processing and modulation processing to the data these-inputted, for example. And the 
data with which record processing was performed are recorded on the record medium 
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which constitutes the storage section 15 with record means, such as the magnetic head 
and an optical pickup. In addition, the storage section 15 may be built in the body of 
equipment, and may be removable to the body of equipment. 

[0026] Moreover, the data memorized by the storage section 15 are also read from a 
record medium by playback means, such as the magnetic head and an optical pickup. 
And the read data are outputted to the regeneration circuit 16. The regeneration circuit 

16 makes an output binary from a playback means, performs recovery processing and 
error correction processing, and outputs them to communication link I/F21 of a 
transmitting system, or the decryption circuit 22 of a reversion system. 

[0027] The authentication circuit 18 takes authentication of the record regenerative 
apparatus 2 of a transmission place, and carries out change-over control of the selector 

17 based on the authentication result. Moreover, even if the authentication circuit 18 is 
the time when authentication of the record regenerative apparatus 2 of a transmission 
place was able to be taken, change-over control of a selector 17 is performed by whether 
digital data is directly transmitted to the record regenerative apparatus 2 by whether it 
transmits to other record regenerative apparatus 2 through server equipment 3, and the 
exclusive cable. A selector 17 is switched so that it can output while the digital data had 
been enciphered when authentication is not able to be taken in the authentication 
circuit 18, and when it can take authentication and digital data is directly outputted to 
other record regenerative apparatus 2, and when authentication can be taken and it 
outputs to other record regenerative apparatus 2 through server equipment 3, it is 
switched so that re-encryption can be carried out. 

[0028] In case the decryption circuit 19 which constitutes a transmitting system 
transmits digital data, it decodes the digital data enciphered in the encryption circuit 13 
mentioned above in order to re-encipher with the equipment individual key of the record 
regenerative apparatus 2 of the transmission place acquired from the transmission 
place, and outputs it to the re-encryption circuit 20. The function circuit 41 which 
generates a function concretely based on the random number in a packet as this 
decryption circuit 29 is shown in drawing 4 , The memory 42 for equipment individual 
keys the same key as the memory 35 for equipment individual keys of the 
above-mentioned encryption circuit 13 is remembered to be, The equipment common 
key generation circuit 43 which generates an equipment common key with the common 
key in a packet, and the equipment individual key read from the memory 42 for 
equipment individual keys, The encryption key decode circuit 44 which decodes the 
encryption key in a packet with the function generated in the function circuit 41, and 
the equipment common key generated in the equipment common key generation circuit 
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43, It has the contents decode circuit 45 which decodes the encryption contents in a 
packet based on the contents key decoded in the encryption key decode circuit 44. 
[0029] If the digital data enciphered by the decryption circuit 19 is inputted, the 
function circuit 41 generates a function based on the random number in a packet, and 
from the common key in a packet, and the memory 42 for equipment individual keys, 
the equipment common key generation circuit 43 will read an equipment individual key, 
and will generate an equipment common key, and it will output it to the encryption key 
decode circuit 44. The encryption key decode circuit 44 decodes the encryption key read 
from the inside of a packet with the function generated in the function circuit 41, and 
the equipment common key, generates a contents key, and outputs it to the contents 
decode circuit 45. From the inside of a packet, the contents decode circuit 45 reads 
encryption contents, and decodes this using a contents key. In addition, since the header 
in a packet is not enciphered, the decryption circuit 19 is read from the inside of a 
packet as it is. And the decryption circuit 19 outputs the digital data after decryption to 
the re-encryption circuit 20. 

[0030] When authentication can be taken and is outputted to other record regenerative 
apparatus 2 through server equipment 3, the re -encryption circuit 20 acquires an 
equipment individual key from the record regenerative apparatus 2 of a transmission 
place, and re-enciphers the digital data outputted using this equipment individual key. 
Since this re-encryption circuit 20 has the almost same configuration as the encryption 
circuit 13 shown in above-mentioned drawing 3 , although omitted for details, the 
equipment individual key of the transmission place read from the memory 35 for 
equipment individual keys of other record regenerative apparatus 2 of the transmission 
place of digital data is inputted into the equipment common key generation circuit 36 
from the memory 35 for equipment individual keys. And as mentioned above, the 
re -encryption circuit 20 generates the packet which consists of the header which is not 
enciphered, the random number generated in the random-number- generation circuit 31, 
the common key outputted from the memory 34 for common keys, an encryption key 
outputted from the contents key encryption circuit 38, and encryption contents 
outputted from the contents encryption circuit 37, and outputs it to communication link 
I/F21. 

[0031] When performing transmission protocols, such as TCP/IP (transmission control 
protocol/internet protocol), transmitting the digital data re-enciphered by server 
equipment 3 through an output terminal 25, when transmitting to server equipment 3, 
and transmitting to other record regenerative apparatus 2 directly by the exclusive 
cable, communication link I/F21 performs an IEEE 1394 protocol etc., and transmits to 
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other record regenerative apparatus 2 through an output terminal 25. 
[0032] In case the decryption circuit 22 which constitutes a reversion system reproduces 
the enciphered digital data which is memorized by the storage section 15, it decodes the 
digital data enciphered in the encryption circuit 13. In addition to the configuration of 
the decryption circuit 19 shown in above-mentioned drawing 4 , this decryption circuit 
22 is omitted further for details, but it has the selector 47 which switches the memory 
46 for equipment common keys which memorizes an equipment common key, and the 
output from the equipment common key generation circuit 43 and the output from the 
memory 46 for equipment common keys. 

[0033] When a selector 47 reproduces the digital data downloaded from server 
equipment 3, When reproducing the digital data which switched so that the equipment 
common key generated in the equipment common key generation circuit 43 might be 
outputted to the encryption key decode circuit 44, and was directly transmitted through 
the exclusive cable from other record regenerative apparatus 2, It switches so that the 
equipment common key memorized by the memory 46 for equipment common keys may 
be outputted to the encryption key decode circuit 44. And the decryption circuit 22 
outputs the decrypted digital data to D/A converter 23. D/A converter 23 changes the 
decrypted digital data into an analog signal, and a loudspeaker 24 transduces the data 
of this analog electroacoustically and outputs it. 

[0034] In the above record regenerative apparatus 2, if the actuation which saves digital 
data, such as audio data outputted from the external instrument, in the storage section 
15 is explained, the digital data read from external storage will be inputted from an 
input terminal 11, and will be enciphered by the encryption circuit 13. Namely, if digital 
data is inputted into the encryption circuit 13, from the memory 33 for contents keys, 
the contents encryption circuit 37 will read a predetermined contents key, and will 
encipher it except for headers, such as a title, using this contents key. With this, the 
random-number- generation circuit 31 generates a random number, and outputs this 
random number to the function circuit 32, and the function circuit 32 generates a 
function based on a random number. Moreover, the equipment common key generation 
circuit 36 reads a common key from the memory 34 for common keys, reads an 
equipment proper key from the memory 35 for equipment individual keys, and 
generates an equipment common key based on a common key and an equipment proper 
key. The contents key used for enciphering contents is outputted also to the contents key 
encryption circuit 38 from the contents key encryption circuit 38, and this contents key 
encryption circuit 38 is with the function which the random number was given and was 
generated in the function circuit 32, and the equipment common key generated in the 
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equipment common key generation circuit 36, and generates an encryption key. And the 
encryption circuit 13 generates the packet which consists of the header which is not 
enciphered, the random number generated in the random-number-generation circuit 31, 
the common key outputted from the memory 34 for common keys, an encryption key 
outputted from the contents key encryption circuit 38, and encryption contents 
outputted from the contents encryption circuit 37. 

[0035] And this packet is recorded on the storage section 15 by the record means, after 
record processing is made in the record processing circuit 14. In the record regenerative 
apparatus 2, although the digital data is memorized after having been enciphered by 
the Records Department 15, the header is not enciphered. Therefore, the record 
regenerative apparatus 2 can find out easily the digital data which can search easily the 
digital data enciphered by the storage section 15 with using a header, for example, is 
transmitted, and the digital data to reproduce. 

[0036] Next, the authentication processing at the time of record re generative -apparatus 
2a of the transmitting origin constituted as mentioned above transmitting digital data 
to other record re generative -apparatus 2bs is explained with reference to drawing 5 . 
[0037] First, in step Si, if transmitting actuation of transmitting the enciphered digital 
data which is memorized by the user at the storage section 15 is carried out, in step SI, 
the authentication circuit 18 of record re generative -apparatus 2a of a transmitting 
agency will attest whether it is equipment with which record regenerative-apparatus 2b 
of a transmission place was based on the same specification. Concretely, record 
regenerative-apparatus 2a attests record regenerative-apparatus 2b of a transmission 
place through server equipment 3 through an exclusive cable. And record 
regenerative-apparatus 2a of a transmitting agency progresses to step S2, when 
authentication of record regenerative-apparatus 2b of a transmission place is able to be 
taken, and when authentication is not able to be taken, it progresses to step S4. 
[0038] In step S2, record regenerative-apparatus 2a of a transmission place judges 
whether transmission of digital data is direct transmission which used the exclusive 
cable, or it is indirect transmission through server equipment 3, and chooses the 
transmitting approach of digital data and the method of communication link I/F21 to 
transmit. And record regenerative-apparatus 2a of a transmitting agency progresses to 
step S3, when it is direct transmission which used the exclusive cable, and when it is 
indirect transmission through server equipment 3, it progresses to step S5. 
[0039] When it is direct transmission using an exclusive cable, since record 
regenerative-apparatus 2b of a transmission place is regular equipment which was able 
to take authentication and is equipment which also has a decryption function 
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corresponding to its encryption, in step S3, the record regenerative-apparatus 2a of a 
transmitting agency outputs the enciphered digital data to record 
regenerative-apparatus 2b of a transmission place through an exclusive cable as it is. 
That is, the selector 17 of record re generative -apparatus 2a of a transmitting agency- 
carries out direct continuation of the regeneration circuit 16 and communication link 
I/F21, as shown in drawing 2 . Thereby, the enciphered digital data which is memorized 
by the storage section 15 is outputted to record regenerative-apparatus 2b of a 
transmission place from communication link I/F21 as it is, after regeneration is given in 
the regeneration circuit 16. Therefore, since record regenerative "apparatus 2a of a 
transmitting agency does not have the need of performing decryption and re-encryption 
processing, it can transmit digital data to a high speed at the record regenerative 
apparatus 2 of a transmission place. 

[0040] After the digital data enciphered is inputted into record regenerative- apparatus 
2b of a transmission place from an input terminal 12 and record processing is made in 
the record processing circuit 14, it is recorded on the storage section 15 by the record 
means. Here, although the digital data enciphered by the storage section 15 will be 
memorized in record re generative -apparatus 2b of a transmission place, a header can 
search the digital data to reproduce easily from not being enciphered. And when 
reproducing the enciphered digital data which is recorded on the storage section 15, 
regeneration is given in the regeneration circuit 16 and the enciphered digital data 
which was read by the playback means is outputted to the decryption circuit 22 of a 
reversion system. 

[0041] As shown in drawing 4 , the decryption circuit 22 is switched so that the 
equipment common key memorized in the selector 47 by the memory 46 for equipment 
common keys can be outputted to the encryption key decode circuit 44. And if the digital 
data enciphered in the encryption circuit 13 of record regenerative-apparatus 2a of a 
transmitting agency is inputted, the function circuit 41 will generate a function based 
on the random number in a packet, and the encryption key decode circuit 44 will read 
the equipment common key memorized by the memory 46 for equipment common keys. 
The encryption key decode circuit 44 decodes the encryption key read from the inside of 
a packet with the function generated in the function circuit 41, and the equipment 
common key, generates a contents key, and outputs it to the contents decode circuit 45. 
From the inside of a packet, the contents decode circuit 45 reads encryption contents, 
and decodes this using a contents key. In addition, since the header in a packet is not 
enciphered, the decryption circuit 22 is read from the inside of a packet as it is. And the 
decryption circuit 22 outputs the decrypted digital data to D/A converter 23. D/A 
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converter 23 changes the decrypted digital data into an analog signal, and a 
loudspeaker 24 transduces the data of this analog electroacoustically and outputs it. 
[0042] Moreover, in step SI, record regenerative-apparatus 2a of a transmitting agency 
outputs the enciphered digital data to record regenerative-apparatus 2b of a 
transmission place through server equipment 3 in step S4 through an exclusive cable as 
it is, also when authentication of record regenerative-apparatus 2b of a transmission 
place is not able to be taken. That is, as shown in drawing 2 , record 
regenerative-apparatus 2a of a transmission place switches a selector 17, and carries 
out direct continuation of the regeneration circuit 16 and communication link I/F21. 
Thereby, the enciphered digital data which is memorized by the storage section 15 is 
outputted to record re generative -apparatus 2b of a transmission place from 
communication link I/F21 as it is, after regeneration is given in the regeneration circuit 
16. After the digital data enciphered is inputted into record regenerative-apparatus 2b 
of a transmission place from an input terminal 12 and record processing is made in the 
record processing circuit 14, it is recorded on the storage section 15 by the record means. 
[0043] Here, record regenerative-apparatus 2b of a transmission place is equipment 
which was not able to take authentication, and cannot decode the enciphered digital 
data from not having the decryption function. Therefore, even if digital data passes into 
those who are not regular users, it can prevent that this digital data is reproduced. 
[0044] Moreover, in step S2, when it judges that record regenerative-apparatus 2a of a 
transmitting agency is indirect transmission through server equipment 3, after the 
enciphered digital data which is recorded on the storage section 15 is read by the 
playback means, in step S5, regeneration is given in the regeneration circuit 16. Here, a 
selector 17 connects the regeneration circuit 16 and the decryption circuit 19 so that 
re-encryption can be carried out. 

[0045] And if the digital data enciphered by the decryption circuit 19 is inputted, as 
shown in drawing 4 , the function circuit 41 generates a function based on the random 
number in a packet, and from the common key in a packet, and the memory 42 for 
equipment individual keys, the equipment common key generation circuit 43 will read 
an equipment individual key, and will generate an equipment common key, and it will 
output it to the encryption key decode circuit 44. The encryption key decode circuit 44 
decodes the encryption key read from the inside of a packet with the function generated 
in the function circuit 41, and the equipment common key, generates a contents key, and 
outputs it to the contents decode circuit 45. From the inside of a packet, the contents 
decode circuit 45 reads encryption contents, and decodes this using a contents key. In 
addition, since the header in a packet is not enciphered, the decryption circuit 19 is read 
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from the inside of a packet as it is. And the decryption circuit 19 outputs the digital data 
after decryption to the re -encryption circuit 20. 

[0046] Subsequently, in step S6, record regenerative-apparatus 2a of a transmitting 
agency acquires an equipment individual key from the memory 35 for equipment 
individual keys of record re generative -apparatus 2b of a transmission place through 
server equipment 3 so that decryption may be possible in record regenerative- apparatus 
2b of the transmission place which was able to take authentication. 

[0047] Subsequently, in step S7, record regenerative -apparatus 2a of a transmitting 
agency performs re-encryption in the re-encryption circuit 20 using the equipment 
individual key again acquired at step S6 to the digital data decrypted in the decryption 
circuit 19. Namely, if digital data is inputted into the re-encryption circuit 20, from the 
memory 33 for contents keys, the contents encryption circuit 37 will read a 
predetermined contents key, and will encipher it except for headers, such as a title, 
using this contents key. With this, the random- number- generation circuit 31 generates 
a random number, and outputs this random number to the function circuit 32, and the 
function circuit 32 generates a function based on a random number. Moreover, the 
equipment common key generation circuit 36 generates an equipment common key 
based on the common key which read the common key from the memory 34 for common 
keys, and the equipment proper key acquired from record regenerative-apparatus 2b of 
a transmission place. The contents key used for enciphering contents is outputted also 
to the contents key encryption circuit 38 from the contents key encryption circuit 38, 
and this contents key encryption circuit 38 is with the function which the random 
number was given and was generated in the function circuit 32, and the equipment 
common key generated in the equipment common key generation circuit 36, and 
generates an encryption key. And the re-encryption circuit 20 generates the packet 
which consists of the header which is not enciphered, the random number generated in 
the random-number-generation circuit 31, the common key outputted from the memory 
34 for common keys, an encryption key outputted from the contents key encryption 
circuit 38, and encryption contents outputted from the contents encryption circuit 37, 
and outputs it to communication link I/F21. 

[0048] In this way, it is transmitted to server equipment 3 through a network 5, and the 
digital data with which re-encryption was carried out is saved temporarily. At this time, 
the terminal unit which does not have authority accesses server equipment 3, and even 
if it is a time of downloading the digital data which record regenerative-apparatus 2a 
transmitted, and saving in the storage section, this terminal unit cannot decode a code. 
Therefore, the digital data currently temporarily recorded on server equipment 3 can 
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prevent being reproduced with a user's terminal unit which authority does not have. 
Moreover, since the header is not enciphered also when the digital data with which 
many were enciphered is saved to server equipment 3, the data of server equipment 3 
can be easily searched from record regenerative-apparatus 2a and 2b. 
[0049] Record regenerative-apparatus 2b of a transmission place can download the 
digital data addressed to itself by accessing server equipment 3. The downloaded digital 
data which is enciphered is recorded on the storage section 15 by the record means, 
after being inputted from an input terminal 12 and making record processing in the 
record processing circuit 14. Here, although the digital data enciphered by the storage 
section 15 will be memorized in record regenerative-apparatus 2b of a transmission 
place, a header can search the digital data to reproduce easily from not being 
enciphered. If regeneration is given in the regeneration circuit 16 after being read by 
the playback means when reproducing the enciphered digital data which is recorded on 
the storage section 15, it will be outputted to the decryption circuit 22 of a reversion 
system. 

[0050] Here, as shown in drawing 4 , a selector 47 is switched so that the equipment 
common key generated in the equipment common key generation circuit 43 may be 
outputted to the encryption key decode circuit 44. And if the digital data enciphered by 
the encryption circuit 13 is inputted, the function circuit 41 generates a function based 
on the random number in a packet, and from the common key in a packet, and the 
memory 42 for equipment individual keys, the equipment common key generation 
circuit 43 will read an equipment individual key, and will generate an equipment 
common key, and it will output it to the encryption key decode circuit 44. Here, the 
record regenerative apparatus 2 of a transmitting agency of the equipment individual 
key of the memory 42 for equipment individual keys of record regenerative-apparatus 
2b is the same as that of what was acquired at step S6. The encryption key decode 
circuit 44 decodes the encryption key read from the inside of a packet with the function 
generated in the function circuit 41, and the equipment common key, generates a 
contents key, and outputs it to the contents decode circuit 45. From the inside of a 
packet, the contents decode circuit 45 reads encryption contents, and decodes this using 
a contents key. In addition, since the header in a packet is not enciphered, the 
decryption circuit 22 is read from the inside of a packet as it is. And the decryption 
circuit 22 outputs the decrypted digital data to D/A converter 23. D/A converter 23 
changes the decrypted digital data into an analog signal, and a loudspeaker 24 
transduces the data of this analog electroacoustically and outputs it. 
[0051] in the above systems, even if the record regenerative apparatus which does not 
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have authority may download the digital data temporarily saved to server equipment 3 
and it may save it in the storage section, since it is enciphered, this digital data is 
reproduced with the record regenerative apparatus which does not have authority - 
things - there is nothing. Therefore, copyright management can be performed in this 
system, without putting in unapproved copy prevention information into digital data. 
[0052] In addition, although it explained above taking the case of the case where an 
exclusive cable is used when transmitting digital data between record 
regenerative-apparatus 2a and 2b, it may be made to carry out on radio. 
[0053] Next, other examples which exchange digital data between record 
regenerative-apparatus 2a and record regenerative-apparatus 2bs which are the 
exclusive device of this system are explained. Record regenerative-apparatus 2a and 2b 
are exclusive devices which exchange data directly by the cable or wireless, and are 
used for this system. Therefore, it faces communicating digital data and is a safe 
environment. Then, record regenerative-apparatus 2a of a transmitting agency forbids 
the output of digital data, when the digital data enciphered when authentication of 
record regenerative-apparatus 2b of a transmission place is able to be taken is 
transmitted to record regenerative -apparatus 2b as it was and authentication is not 
able to be taken. Moreover, in this example, in order to raise the safety in the case of 
data communication, the exchange is made not to carry out digital data through server 
equipment 3 with equipment accessible like an above-mentioned example without 
authority. Hereafter, this example is explained with reference to drawing 6 and drawing 
7 . 

[0054] As shown in drawing 6 , this record regenerative apparatus 50 As a transmitting 
system for having the same configuration except for the record regenerative apparatus 
2 shown in drawing 2 , and a transmitting system, and transmitting digital data to 
other record regenerative apparatus 2 It has the authentication circuit 51 which attests 
the equipment of the transmission place of data, and the selector 52 which enables the 
output of data in the authentication circuit 51 whenever it was able to take 
authentication of the equipment of a transmission place. 

[0055] The authentication circuit 51 takes authentication of the equipment of a 
transmission place, and carries out change-over control of the selector 52 based on an 
authentication result. That is, it switches a selector 52 so that the regeneration circuit 
16 and communication link I/F21 may be connected, noting that transmission of the 
enciphered digital data is possible for the authentication circuit 51, when the equipment 
of a transmission place is the record regenerative apparatus 50 which is an exclusive 
device. Moreover, the equipment to transmit is server equipment 3, or the 
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authentication circuit 51 is a personal computer which is a general-purpose device, and 
it switches a selector 52 so that the regeneration circuit 16 and communication link 
I/F53 may not be connected, in order to forbid the output of the enciphered digital data, 
when it is not the record regenerative apparatus 50. 

[0056] Next, the procedure at the time of the record regenerative apparatus 50 
transmitting digital data to other equipments is explained using drawing 7 . First, if 
transmitting actuation of transmitting the enciphered digital data which is memorized 
by the user in step Sll at the storage section 15 is carried out, it will judge whether the 
authentication circuit 51 of the record regenerative apparatus 50 of a transmitting 
agency has equipment of a transmission place with the record regenerative apparatus 
50. That is, even if a transmission place is the record regenerative apparatus 50, when 
the equipment of a transmission place is general-purpose devices, such as a personal 
computer, directly or the authentication circuit 51 is server equipment 3 directly, it is 
made not to attest the equipment of a transmission place. It is because there is a 
possibility that the digital data which a possibility of downloading unjustly is in the 
equipment which does not have authority in transmitting to server equipment 3, it 
cannot necessarily say that it is a safe environment, but the software which decodes a 
code in transmitting to the personal computer which is a general-purpose device is 
unjustly installed in the personal computer, and was enciphered may be decoded 
unjustly. So, in the record regenerative apparatus 50, whenever direct continuation of 
the record regenerative apparatus 50 which is an exclusive device is carried out, it can 
be made to perform transmission of digital data. 

[0057] And in step S12, when transmitting digital data to the record regenerative 
apparatus 50 directly, the authentication circuit 51 switches a selector 52 so that the 
regeneration circuit 16 and communication link I/F21 may be connected. And the record 
regenerative apparatus 50 transmits the digital data enciphered by the record 
regenerative apparatus 50 of a transmission place. 

[0058] Moreover, even if a transmission place is the record regenerative apparatus 50, 
when the equipment of a transmission place is general-purpose devices, such as a 
personal computer, directly or the authentication circuit 51 is server equipment 3 
directly, it turns OFF connection between the regeneration circuit 16 and 
communication link I/F21 in step S13. That is, the record regenerative apparatus 50 
forbids the output of the enciphered digital data to the equipment of a transmission 
place. 

[0059] When digital data can be transmitted in a completely safe environment, digital 
data can be safely transmitted [ the above record regenerative apparatus 50 ] and 
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received by permitting the output of the enciphered digital data only within the case 
where it outputs to the record regenerative apparatus 50 directly. Moreover, when 
transmitting digital data, since it is transmitted to the record regenerative apparatus 
50 of a transmission place, without carrying out re-encryption, the digital data saved 
after having been enciphered by the storage section 15 can save the time amount for 
re -encryption. 

[0060] In addition, although the above example explained the case where digital data 
could be outputted only within the case where the equipment of a transmission place is 
the record regenerative apparatus 50, if the equipment of a transmission place is 
equipment which can output digital data in a safe environment, it will not be limited to 
the record regenerative apparatus 50. For example, since it is equipment which can be 
trusted and an exchange of data can carry out to insurance when the equipment with 
which the decryption circuit based on this system etc. consisted of semiconductor chips 
of dedication etc. is equipment of a transmission place, you may make it permit the 
output of digital data. 

[0061] Next, the example which can be outputted when authentication is able to be 
taken in the personal computer which is a general-purpose device besides the record 
regenerative apparatus which is the exclusive device of this system about digital data is 
explained with reference to drawing 8 and drawing 9 . 

[0062] As shown in drawing 8 , this record regenerative apparatus 60 As a transmitting 
system which transmits the digital data which has the same configuration as the record 
regenerative apparatus 2 shown in drawing 2 except for a transmitting system, and was 
enciphered to other equipments The 1st authentication circuit 61 which attests whether 
it is the record regenerative apparatus 60 whose equipment of a transmission place is 
the exclusive device of this system, The digital data enciphered as the path which 
outputs the enciphered digital data as it is The 1st selector 62 which enciphers and 
switches the path to output, [ re-] The 2nd authentication circuit 63 which attests 
whether the equipment of a transmission place is general-purpose devices, such as a 
personal computer, The 2nd selector 64 which permits the output of the digital data 
enciphered when authentication of a general-purpose device was able to be taken in the 
2nd authentication circuit 63, It has the decryption circuit 65 which decodes the 
enciphered digital data, and the re-encryption circuit 66 which re-enciphers the digital 
data decrypted in the decryption circuit 65. 

[0063] The 1st authentication circuit 61 takes authentication of the equipment of a 
transmission place, and carries out change-over control of the selector 52 based on an 
authentication result. That is, the equipment of a transmission place is the record 
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regenerative apparatus 60 which is an exclusive device, and it switches the 1st selector 
62 so that the regeneration circuit 16 and communication link I/F21 may be connected, 
noting that transmission of the enciphered digital data is possible for the 1st 
authentication circuit 61, when transmitting digital data to this record regenerative 
apparatus 60 directly. Moreover, even if it is the case where digital data is transmitted 
directly even if it is the record regenerative apparatus 60, when transmitting through 
server equipment 3, when transmitting to general-purpose devices, such as a personal 
computer, the 1st authentication circuit 61 cuts the regeneration circuit 16 and 
communication link I/F21, and it switches them so that the regeneration circuit 16 and 
the 2nd selector 64 may be connected. 

[0064] The 2nd authentication circuit 63 is equipment with which the software for 
decryption of a transmission place by general-purpose devices, such as a personal 
computer, was installed in normal, or performs authentication of the record 
regenerative apparatus 60 at the time of transmitting to the record regenerative 
apparatus 60 or a general-purpose device through server equipment 3, or a 
general-purpose device, and carries out change-over control of the 2nd selector 64 based 
on an authentication result. Namely, the case where the 2nd authentication circuit 63 
transmits the digital data with which the software for decryption was enciphered by the 
general-purpose device installed in normal, The case where the digital data enciphered 
by the record regenerative apparatus 60 through server equipment 3 is transmitted, 
When transmitting the digital data enciphered by the general-purpose device by which 
software was installed in normal through server equipment 3, the 2nd selector 64 is 
switched to the condition of the ON which connects the regeneration circuit 16 and the 
decryption circuit 65 through the 1st selector 62. Moreover, the 2nd authentication 
circuit 63 switches the 2nd selector 64 to the off condition of not connecting the 
regeneration circuit 16 and the decryption circuit 65, when authentication of the 
equipment of a transmission place is not able to be taken. The 2nd authentication 
circuit 63 is changed into the condition against [ of digital data ] an output. 
[0065] In case the decryption circuit 65 transmits digital data, it decodes the digital 
data enciphered in the encryption circuit 13 mentioned above in order to re-encipher, 
and outputs it to the re-encryption circuit 66. 

[0066] The re-encryption circuit 66 acquires a public key from the general-purpose 
device which was able to take authentication in the 2nd authentication circuit 63, and 
re-enciphers digital data using this public key. And the re-encryption circuit 66 outputs 
the re-enciphered digital data to communication link I/F21. 

[0067] Next, the procedure at the time of the record regenerative apparatus 60 
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transmitting digital data to other equipments is explained using drawing 9 . If 
transmitting actuation of transmitting the enciphered digital data which is memorized 
by the user at the storage section 15 is carried out, it will judge whether the 1st 
authentication circuit 61 of the record regenerative apparatus 60 of a transmitting 
agency has equipment of a transmission place with the record regenerative apparatus 
60 in step S21. That is, it judges whether the 1st authentication circuit 61 transmits 
digital data for whether digital data is directly transmitted to the record regenerative 
apparatus 60 to equipments other than record regenerative-apparatus 60. 
[0068] When the equipment of a transmission place was the record regenerative 
apparatus 60 and authentication is able to be taken, the 1st authentication circuit 61 
switches the 1st selector 62 in step S22 so that digital data can be outputted to 
communication link I/F21 from the regeneration circuit 16. The enciphered digital data 
which was read from the storage section 15 is transmitted to the record regenerative 
apparatus 60 of a transmission place from communication link I/F21 in the condition 
[ being enciphered ] by this. In this case, since the record regenerative apparatus 60 
does not perform re -encryption, it can transmit digital data to a high speed. When 
reproducing this digital data, using a common key, the record regenerative apparatus 60 
of a transmission place decodes a code, and is reproduced. 

[0069] When the 1st authentication circuit 61 does not attest the equipment of a 
transmission place in step S21, in step S23, the 2nd authentication circuit 63 attests the 
equipment of a transmission place. That is, the 2nd authentication circuit 63 judges 
********, when the equipment to which the software for decryption of the equipment 
connected through direct or server equipment 3 was connected [ whether it is the 
general-purpose device installed in normal and ] through server equipment 3 is the 
record regenerative apparatus 60. 

[0070] And when authentication of the equipment of a transmission place is able to be 
taken in the 2nd authentication circuit 63, in step S24, the 2nd authentication circuit 63 
switches the 2nd selector 64 to the condition of the ON which connects the regeneration 
circuit 16 and the decryption circuit 65 through the 1st selector 62. And the digital data 
which was read from the storage section 15 and which is enciphered is inputted into the 
decryption circuit 65. And the decryption circuit 65 decodes the digital data enciphered 
in the encryption circuit 13 mentioned above in order to re-encipher, and outputs it to 
the re-encryption circuit 66. 

[0071] The re-encryption circuit 66 acquires the public key of the equipment of a 
transmission place in step S25. In step S26, the re-encryption circuit 66 enciphers again 
the digital data decrypted in the decryption circuit 62. And communication link I/F20 
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transmits this re -enciphered digital data to the equipment of a transmission place. That 
is, when the equipment of a transmission place is a general-purpose device or it 
transmits to server equipment 3 at step S23, he is trying to maintain safety, as it 
re-enciphers using the public key of the equipment of a transmission place and digital 
data is transmitted since safety is low compared with the case of step S22. 
[0072] Moreover, in step S27, since the equipment of a transmission place is not regular 
equipment when authentication of the equipment of a transmission place is not able to 
be taken, the 2nd authentication circuit 63 turns OFF connection between the 
regeneration circuit 16 and communication link I/F21. That is, the record regenerative 
apparatus 50 forbids the output of the enciphered digital data to the equipment of a 
transmission place. 

[0073] When digital data can be transmitted in a completely safe environment, digital 
data can be safely transmitted [ the above record regenerative apparatus 60 ] and 
received by permitting the output of the enciphered digital data only within the case 
where it outputs to the record regenerative apparatus 60 directly. Since it is transmitted 
to the record regenerative apparatus 50 of a transmission place, without the digital data 
saved at this time after having been enciphered by the storage section 15 carrying out 
re -encryption, the record regenerative apparatus 50 of a transmission place can output 
digital data to a high speed. Moreover, even if it is the case where it is not a direct 
output to the record regenerative apparatus 60, when authentication of the device of a 
transmission place is able to be taken, digital data can be transmitted to other 
equipments by carrying out re-encryption, securing safety. That is, in this example, the 
class of equipment which can be outputted rather than the example of drawing 6 and 
drawing 7 can be increased. 

[0074] Next, the example of the record regenerative apparatus 70 into which an output 
method is changeable according to the description of the equipment of an output 
destination change is explained with reference to drawing 10 and drawing 11 . As a 
transmitting system which this record regenerative apparatus 70 is the record 
regenerative apparatus 2 shown in drawing 2 , and equipment which has the almost 
same configuration except for a transmitting system, and transmits the enciphered 
digital data to other equipments The authentication circuit 71 which takes 
authentication of the equipment of a transmission place, and the distinction circuit 72 
which distinguishes the class of equipment of a transmission place according to the 
authentication result in the authentication circuit 71, It has the decryption circuit 73 
which decodes the code of the enciphered digital data which was outputted from the 
regeneration circuit 16, and the re-encryption circuit 74 which re-enciphers the digital 
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data decrypted in the decryption circuit 73. Moreover, the record regenerative 
apparatus 70 is equipped with the decryption circuit 75 which decodes the code of the 
digital data outputted from the regeneration circuit 16 as analog output, and D/A 
converter 76 which changes the decrypted digital data into analog data. 
[0075] The authentication circuit 71 attests the equipment of a transmission place. The 
authentication circuit 71 attests whether it has authority with the just equipment of a 
transmission place, such as whether to be the record regenerative apparatus 70 whose 
equipment of a transmission place is the exclusive device of this system concretely, or to 
be the record regenerative apparatus 60 or the general-purpose device to which the 
software for using this system was connected through whether they are general-purpose 
devices, such as a personal computer installed in normal, and server equipment 3. And 
the authentication circuit 71 outputs the class and authentication result of equipment 
which were able to take authentication to the distinction circuit 72. 

[0076] The distinction circuit 72 distinguishes the class of equipment of the 
transmission place which transmits the enciphered digital data according to the output 
from the authentication circuit 71. And the distinction circuit 72 connects the 
regeneration circuit 16 and communication link I/F20, when transmitting digital data to 
the record regenerative apparatus 70 which was able to take authentication directly. 
Moreover, when transmitting digital data to a general-purpose device directly, the 
distinction circuit 72 connects the regeneration circuit 16 and the decryption circuit 73, 
indirect, i.e., when transmitting to the record regenerative apparatus 70 or a 
general-purpose device through server equipment 3. Furthermore, when the equipment 
which digital data transmits is not able to have namely, attest just authority, in order 
that the distinction circuit 72 may forbid the output of digital data or may carry out 
analog output, it connects the decryption circuit 75. 

[0077] In case the decryption circuit 73 transmits digital data, it decodes the digital 
data enciphered in the encryption circuit 13 mentioned above in order to re-encipher, 
and outputs it to the re-encryption circuit 75. 

[0078] The re-encryption circuit 74 acquires a public key from the record regenerative 
apparatus and general-purpose device which were able to take authentication in the 
authentication circuit 71, and re-enciphers digital data using this public key. And the 
re-encryption circuit 74 outputs the re-enciphered digital data to communication link 
I/F21. 

[0079] Moreover, the decryption circuit 75 decodes the digital data enciphered in the 
encryption circuit 13 mentioned above in order to carry out analog output, and outputs 
it to D/A converter 76. And D/A converter 76 changes digital data into analog data, and 
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outputs analog data. 

[0080] Next, the procedure at the time of the record regenerative apparatus 60 
transmitting digital data to other equipments is explained using drawing 9 . If 
transmitting actuation transmit the enciphered digital data which is memorized by the 
user at the storage section 15 is carried out, the authentication circuit 71 of the record 
regenerative apparatus 70 of a transmitting agency attests whether the equipment of 
the transmission place of digital data is equipment which has authority, and will output 
an authentication result and the class of equipment which was able to take 
authentication to a distinction circuit 72 in step S31. The distinction circuit 72 judges 
whether according to an authentication result, the digital data enciphered from the 
regeneration circuit 16 is outputted to the prohibition of whether it outputs to 
communication link I/F20 or it outputs to the encryption circuit 73, and an output, or 
the decryption circuit 75. 

[0081] The distinction circuit 72 outputs the digital data which was outputted from the 
regeneration circuit 16 and which is enciphered to communication link I/F21 in step S32, 
when it judges that digital data is directly transmitted to the record regenerative 
apparatus 70 of a transmission place. In this case, the enciphered digital data which 
was read from the storage section 15 is transmitted to the record regenerative 
apparatus 60 of a transmission place from communication link I/F21 in the condition 
[ being enciphered ] from communication environment being performed in the safe 
condition. And since the record regenerative apparatus 70 does not perform 
re -encryption in case it transmits digital data, it can transmit digital data to a high 
speed. When reproducing this digital data, using a common key, the record regenerative 
apparatus 60 of a transmission place decodes a code, and is reproduced. 
[0082] When it judges that the distinction circuit 72 transmits digital data to the record 
regenerative apparatus 70 or a general-purpose device through the general-purpose 
device and the server equipment 3 which were directly connected to the equipment of 
the transmitting origin which is equipment of a transmission place, in step S33, the 
regeneration circuit 16 and the decryption circuit 73 are connected. And the decryption 
circuit 73 decodes the digital data enciphered in the encryption circuit 13 mentioned 
above in order to re-encipher, and outputs it to the re-encryption circuit 74. In step S34, 
the re-encryption circuit 74 acquires the public key of the equipment of a transmission 
place. In step S35, the re-encryption circuit 74 is again enciphered using the public key 
which acquired the digital data decrypted in the decryption circuit 73. And 
communication link I/F20 transmits this re-enciphered digital data to the equipment of 
a transmission place. That is, when the equipment of a transmission place is a 
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general-purpose device or it transmits to server equipment 3, he is trying to maintain 
safety, as it re "enciphers using the public key of the equipment of a transmission place 
and digital data is transmitted since safety is low compared with the case of step S32. 
[0083] In step S36, the distinction circuit 72 forbids the output of digital data in step 
S36, when it judges that the equipment of the transmission place of digital data is 
equipment which does not have authority. Or the distinction circuit 72 is permitted only 
within analog output in step S36. When performing analog output, the distinction 
circuit 72 connects the regeneration circuit 16 and the decryption circuit 75. And the 
decryption circuit 75 decodes the digital data enciphered in the encryption circuit 13 
mentioned above in order to re-encipher, and outputs it to D/A converter 76. 
[0084] In the above record regenerative apparatus 70, whenever [ insurance ] can be 
changed and outputted according to the class of equipment of a transmission place. That 
is, when transmitting digital data to the record regenerative apparatus 70 directly, 
since it is the data transmission between exclusive devices, whenever [ insurance ] is 
high. Therefore, he is trying for the record regenerative apparatus 70 to transmit the 
digital data enciphered by the storage section 51 to the record regenerative apparatus 
70 of a transmission place as it is, without carrying out re-encryption, in order to 
shorten air time. Moreover, the case where software is installed unjustly etc. is assumed 
and, as for general-purpose devices, such as a personal computer with which software, 
such as decryption used by this system, was installed, whenever [ insurance ] is low 
compared with the data transmission between exclusive devices. Moreover, also when 
transmitting digital data to the record regenerative apparatus 70 or a general-purpose 
device through server equipment 3, there is a possibility that the equipment which 
accessed server equipment 3 unjustly may download, and whenever [ insurance ] 
becomes lower than transmission between exclusive devices. Then, the record 
regenerative apparatus 70 performs re-encryption using the public key of a 
transmission place, and he is trying to maintain whenever [ insurance ] in such a case. 
[0085] In addition, although the case where enciphered digital data and data were 
transmitted above was explained, RSA cryptograph, an ellipse code, etc. may be used as 
a public key cryptosystem, and you may make it use EKB and MJR as the concrete 
approach of a code as a private key method with an encryption rate quicker than a 
public key system. For example, between exclusive devices, it is good to use the high 
public key system of whenever [ insurance ] using a public key system with quick code 
acceleration by the data transmission to a general-purpose device, or the data 
transmission through server equipment 3. 

[0086] Next, when the unapproved copy prevention information that the copy of digital 
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data is restricted to the digital data transmitted to the record regenerative apparatus 2 
as copyright management data is included, based on this unapproved duplicate 
prevention information, the record regenerative apparatus 2 which restricts record of 
digital data is explained with reference to a drawing. 

[0087] This record regenerative apparatus 80 has the input terminal 81 into which the 
digital data enciphered and compressed from server equipment 3 is inputted, as shown 
in drawing 12 . Moreover, the decryption circuit 82 where this record regenerative 
apparatus 80 decodes the enciphered digital data as a recording system, The expanding 
circuit 83 which elongates the digital data compressed, and the extract update circuit 84 
which extracts and rewrites unapproved copy prevention information out of digital data, 
It has the compression circuit 85 which compresses digital data, the encryption circuit 
86 which enciphers the digital data compressed, the record processing circuit 87 which 
performs record processing to the enciphered digital data, and the storage section 88 
which saves the enciphered digital data. 

[0088] Moreover, the record regenerative apparatus 80 has the decryption circuit 90 
which decodes the digital data which is enciphered as the regeneration circuit 89 as a 
reversion system, and is memorized by the storage section 88, the expanding circuit 91 
which elongates the digital data compressed, D/A converter 92 which changes a digital 
signal into an analog signal, the analog output terminal 93 which outputs an analog 
signal, and the digitized output terminal 94 which outputs the digital data of the 
preceding paragraph of D/A converter 92. Moreover, the record regenerative apparatus 
80 has the system controller 95 which controls the whole actuation. 

[0089] Digital data, such as audio data which were enciphered and compressed from 
server equipment 3 or other record regenerative apparatus 2 and which were carried 
out, a video data, and image data, are inputted into an input terminal 81. Moreover, 
SCMS (Serial Copy Management System) information is recorded on this digital data by 
the water mark. The decryption circuit 82 decodes the enciphered digital data which 
was inputted from the input terminal 81, enables it to extract the unapproved copy 
prevention information included in digital data, and outputs it to the expanding circuit 
83. The expanding circuit 83 ATRAC3 (Adaptive Transform Acoustic Coding 3: 
trademark), MPEG-2AAC (Motion Picture Expert Group 2 AdvancedAudio Coding: 
trademark), MP3 (MPEG-1 Audio Layer3: trademark), TwinVQ (Transform-Domain 
Weighted Interleave Vector Quantization: trademark), MSAudio (WMAWindows Media 
Audio: trademark), Ogg The digital data compressed by methods, such as Vorbis 
(trademark), is elongated, and it outputs to the extract update circuit 84. 
[0090] The extract update circuit 84 detects the water mark included in the digital data 
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with which decryption was carried out and data were elongated, and extracts SCMS 
information. This SCMS information is a preparing-in 2 bits of head of data copy 
prohibition flag, and becomes 2 bits of heads of data from "00" (digital copy 
authorization), "10" (ban on a digital copy) or, and "11" (a digital copy is accepted only at 
once). 

[0091] And the extract update circuit 84 permits recording digital data on the storage 
section 88, when SCMS information is "00" and "11." Moreover, when SCMS information 
is "11", "11" is rewritten to "10." Moreover, the extract update circuit 84 forbids record of 
the digital data to the storage section 88, when SCMS information is "10." And the 
extract update circuit 84 outputs the digital data with which SCMS information was 
updated to the compression circuit 85. 

[0092] In addition, SCMS information may be CGMS (Copy Generation Management 
System). In this case, into digital data, CCI (Copy Control Information) which consists 
of 2 bits of "11" (no digital copy is accepted), "10" (the digital copy beyond this is not 
accepted), "01" (a digital copy is accepted only once), and "00" (a digital copy is accepted 
freely) is embedded. Of course, as unapproved copy prevention information, it is limited 
to neither SCMS nor CGMS. 

[0093] The compression circuit 85 is ATRAC3 which mentioned the digital data above, 
MPEG-2AAC, MP3, and TwinVQ and MS. Audio, Ogg It compresses by methods, such 
as Vorbis, and outputs to the record processing circuit 87. The record processing circuit 

87 performs and makes binary error correction coding processing and modulation 
processing to the data inputted, for example. And the data with which record processing 
was performed are recorded on the record medium which constitutes the storage section 

88 which consists of a hard disk, a recordable optical disk, a magneto-optic disk, etc. 
with record means, such as the magnetic head and an optical pickup. In addition, the 
storage section 88 may be built in the body of equipment, and may be removable to the 
body of equipment. 

[0094] Moreover, by playback means, such as the magnetic head and an optical pickup, 
the data memorized by the storage section 88 are read from a record medium, and are 
outputted to the regeneration circuit 89. The regeneration circuit 89 makes an output 
binary from a playback means, performs recovery processing and error correction 
processing, and outputs them to the decryption circuit 90. The decryption circuit 90 
decodes the digital data enciphered in the encryption circuit 86, and outputs it to the 
expanding circuit 91 so that the digital data enciphered can be reproduced. 
[0095] The expanding circuit 91 is ATRAC3, MPEG2AAC, MP3, and TwinVQ and MS. 
Audio, Ogg The digital data compressed by methods, such as Vorbis, in the compression 
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circuit 85 is elongated, and it outputs to D/A converter 92 or the digitized output 
terminal 94. D/A converter 92 changes the decrypted digital data into an analog signal, 
and outputs it to an analog output terminal 93. The data from which the loudspeaker is 
connected and the analog output terminal 93 was changed into the analog signal are 
transduced electroacoustically, and it is outputted from a loudspeaker. 
[0096] A system controller 95 controls the whole equipment. For example, a system 
controller 95 controls the record processing circuit 87 to permit recording digital data on 
the storage section 88, when the SCMS information on the inputted digital data is "00" 
and "11", and when SCMS information is "10", it controls the record processing circuit 
87 to forbid record of the digital data to the storage section 88. Moreover, a system 
controller 95 controls the extract update circuit 84 to rewrite "11" to "10", when SCMS 
information is "11." 

[0097] In the system using the above record regenerative apparatus 80, digital data, 
such as audio data enciphered and enciphered by the predetermined method from 
record regenerative-apparatus 80a of a transmitting agency, upload to server equipment 
3 first. The SCMS information mentioned above is included in this enciphered digital 
data. When the digital data to upload is data which accept a digital copy freely here, 
SCMS information is set to "00", when it is data which accept a digital copy only at once, 
SCMS information is set to "11", and SCMS information is set to "10" when it is what 
forbids a digital copy. Server equipment 3 will be temporarily memorized as it is in the 
storage section which consists of hard disks etc., if the digital data enciphered from 
record re generative -apparatus 80a of a transmitting agency is received. That is, server 
equipment 3 does not have the function which decodes the enciphered digital data and 
is reproduced. Therefore, since server equipment 3 does not have possibility of decoding 
the digital data memorized in the storage section also in the future, and reproducing, it 
does not update SCMS information. 

[0098] And as shown in drawing 13 , record regenerative-apparatus 80b of a 
transmission place downloads the digital data accumulated in server equipment 3 by 
accessing server equipment 3. Then, the downloaded digital data is inputted into the 
decryption circuit 82. Here, a system controller 95 is step S41, and judges whether the 
downloaded digital data is decipherable in the decryption circuit 82. And a system 
controller 95 progresses to step S46, when it progresses to step S42 when it can decode, 
and it cannot decode. 

[0099] If the downloaded digital data is decoded, the decryption circuit 82 is outputted 
to the expanding circuit 83, and the expanding circuit 83 will elongate the compressed 
digital data, and it will output it to the extract update circuit 84. The extract update 
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circuit 84 extracts the water mark on which SCMS information was recorded, and 
inputs SCMS information into a system controller 95. A system controller 95 judges any 
of "00", "11", and "10" SCMS information is in step S42. 

[0100] Based on the read-out result of the SCMS information in step S42, in step S43, a 
system controller 95 controls the record processing circuit 87 to permit recording digital 
data on the storage section 88, when SCMS information is "00." 

[0101] Moreover, in step S44, a system controller 95 controls the extract update circuit 
84 to rewrite "11" to "10" while controlling the record processing circuit 87 to permit 
recording digital data on the storage section 88, when SCMS information is "01." And 
the extract update circuit 84 rewrites SCMS information from "11" to "10" based on the 
command from a system controller 95. 

[0102] And if record in the storage section 88 is permitted in step S43 and step S44, it 
will be outputted to the compression circuit 85, the extract update circuit 84 compresses 
digital data again, and outputs it to the encryption circuit 86, it will encipher by the 
predetermined method again and the compression circuit 85 will output the encryption 
circuit 86 to the record processing circuit 87. The record processing circuit 87 performs 
processing required for record, and outputs it to a record means. And a record means 
records the digital data by which code compression was carried out on the record 
medium which constitutes the storage section 88. 

[0103] Moreover, in step S45, a system controller 95 controls the record processing 
circuit 87 to forbid recording digital data on the storage section 88, when SCMS 
information is "10." A system controller 95 makes an alarm display a display, when 
digital data cannot be recorded. 

[0104] Moreover, in step S41, when it judges that a code is undecipherable in the 
decryption circuit 82, in step S46, the direct output of the system controller 95 is carried 
out to the record processing circuit 87. The record processing circuit 87 performs 
processing required for record, and outputs it to a record means, and a record means 
records the digital data by which code compression was carried out on the record 
medium which constitutes the storage section 88. 

[0105] Next, when reproducing the digital data which was memorized by the storage 
section 88 by processing of the above-mentioned step S43 or step S44 and which was 
enciphered and compressed, after the digital data memorized by the storage section 88 
is read by the playback means, regeneration is given in the regeneration circuit 16 and 
it is outputted to the decryption circuit 90 of a reversion system. And the decryption 
circuit 90 decodes the digital data enciphered in the encryption circuit 86, outputs it to 
the expanding circuit 91, and the expanding circuit 91 elongates the compressed digital 
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data, and it outputs it to D/A converter 92 or the digitized output terminal 94. And D/A 
converter 92 changes a digital signal into an analog signal, and outputs it to a 
loudspeaker through an analog output terminal 93. 

[0106] When SCMS information is not updated but it downloads to the refreshable 
record regenerative apparatus 80, he is trying to update SCMS information by the 
above systems with the server equipment 3 which cannot decode the enciphered digital 
data. Therefore, in this system, also when digital data is transmitted and received 
through a network 5, a certain unapproved copy prevention information can be 
managed from the former. 

[0107] In addition, this invention may combine the processing performed with the 
record regenerative apparatus 2 mentioned above, and the processing performed with 
the record regenerative apparatus 80. Namely, when transmitting the digital data 
which included unapproved duplicate prevention information through server equipment 
3 to a transmission place, the record regenerative apparatus of a transmitting agency 
acquires the equipment individual key of a transmission place, enciphers digital data 
using this, and should just transmit it to the record regenerative apparatus of a 
transmission place through server equipment. And since server equipment does not 
have the regenerative function, it does not update unapproved copy prevention 
information, but the record regenerative apparatus of a transmission place should just 
update unapproved duplicate prevention information, when the code of the received 
digital data is decipherable. 
[0108] 

[Effect of the Invention] When transmitting the enciphered data which were recorded 
on the record medium to server equipment according to this invention, When 
authentication of the equipment of a transmission place is taken and authentication is 
able to be taken, the code of the enciphered data which were recorded on the record 
medium is decoded. Since data are re-enciphered using the proper key data acquired 
from the equipment of a transmission place and it transmits from an output means, 
even if data are temporarily recorded on server equipment and this data downloads to 
the terminal unit of a third person without authority Protection of copyright can be 
aimed at by preventing being reproduced. 

[0109] Moreover, when unapproved duplicate prevention information is included in the 
data downloaded from server equipment according to this invention, a certain 
unapproved copy prevention information can be managed from the former by extracting 
and updating unapproved duplicate prevention information with the renewal means of 
an extract, whenever it is recorded on refreshable equipment. 
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DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing ll It is drawing explaining the data transceiver system by which this 
invention was applied. 

[Drawing 2] It is the block diagram of the record regenerative apparatus used for the 
above-mentioned system. 

[Drawing 3] It is the block diagram of the encryption circuit which enciphers digital 
data. 

[Drawing 41 It is the block diagram of a decryption circuit. 

[Drawing 5] It is a flow chart explaining authentication processing of a record 
regenerative apparatus. 

[Drawing 6] It is the block diagram of the record regenerative apparatus which is a 
dedicated device. 

[Drawing 7] It is a flow chart explaining the procedure at the time of transmitting 
digital data to other equipments. 

[Drawing 8] It is the block diagram of the record regenerative apparatus which is a 
dedicated device. 

[Drawing 9] It is a flow chart explaining the procedure at the time of transmitting 
digital data to other equipments. 

[Drawing 10] It is the block diagram of the record regenerative apparatus which is a 
dedicated device. 

[Drawing 11] It is a flow chart explaining the procedure at the time of transmitting 
digital data to other equipments. 

[Drawing 12] When digital data including the unapproved copy prevention information 
transmitted through the network is downloaded, it is the block diagram of the record 
regenerative apparatus which updates this unapproved duplicate prevention 
information. 

[Drawing 13l It is a flow chart for explaining actuation of the record regenerative 
apparatus shown in drawing 12 . 
[Description of Notations] 

1 Data Transceiver System, 2 (2a, 2b) Record Regenerative Apparatus, 3 Server 
equipment, 5 A network, 11 An input terminal, 12 Input terminal, 13 An encryption 
circuit, 14 A record processing circuit, 15 The storage section, 16 Regeneration circuit, 
17 A selector, 18 authentication circuits, 19 A decryption circuit, 20 Re-encryption 
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circuit, 21 Communication link I/F, 22 A decryption circuit, 23 D/A converter, 24 A 
loudspeaker, 25 An output terminal, 31 A random* number- generation circuit, 32 
Function circuit, 33 The memory for contents keys, the memory for 34 common keys, 35 
Memory for equipment individual keys, 36 An equipment common key generation 
circuit, 37 contents encryption circuit, 28 Contents key encryption circuit, 41 A function 
circuit, 42 The memory for equipment individual keys, 43 Equipment common key 
generation circuit, 44 An encryption key decode circuit, 45 A contents decode circuit, 46 
Memory for equipment common keys, 47 A selector, 80 A record regenerative apparatus 
(80a, 80b), 81 Input terminal, 82 A decryption circuit, 83 expanding circuits, 84 An 
extract detector, 85 Compression circuit, 86 An encryption circuit and 87 A record 
processing circuit, 88 The storage section, 89 A regeneration circuit, 90 A decryption 
circuit, 91 expanding circuits, 92 A D/A converter, 93 An analog output terminal, 94 A 
digitized output terminal, 95 System controller 



* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

l.This document has been translated by computer. So the translation may not reflect 
the original precisely. 

2 **** snows the word which can not be translated. 
3.1n the drawings, any words are not translated. 
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